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Abstract—Cloud computing opens a new era in IT as it can provide various elastic and 

scalable IT services in a pay-as-you-go fashion, where its users can reduce the huge capital 

investments in their own IT infrastructure. The data security one of the major concerns of 

using cloud. When the verification is done by a trusted third party, this verification process is 

also called data auditing, and this third party is called an auditor. Support fully dynamic data 

updates over fixed-size data blocks, they only support updates with fixed-sized blocks as 

basic unit, which we call coarse-grained updates. We propose a secure cloud storage system 

supporting privacy-preserving public auditing. We provide a formal analysis for possible 

types of fine-grained data updates and propose a scheme that can fully support authorized 

auditing and fine-grained update requests. Extensive security and performance analysis show 

the proposed schemes are provably secure and highly efficient. 
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I. INTRODUCTION 

CLOUD computing is being intensively 

referred to as one of the most influential 

innovations in information technology in 

recent years [1], [2]. With resource 

virtualization, cloud can deliver computing 

resources and services in a pay-as-you-go 

mode, which is envisioned to become as 

convenient to use similar to daily-life 

utilities such as electricity, gas, water and 

telephone in the near future [1]. These 

computing services can be categorized into 

Infrastructure-as-a-Service(IaaS),Platform-

as-a-Service (PaaS) and Software-as-a-

Service (SaaS) [3]. Many international IT 

corporations now offer powerful public 

cloud services to users on a scale from 

individual to enterprise all over the world; 

examples are Amazon AWS, Microsoft 

Azure, and IBM SmartCloud. 

  In a remote verification scheme, 

the cloud storage server (CSS) cannot 

provide a valid integrity proof of a given 

proportion of data to a verifier unless all 

this data is intact. To ensure integrity of 

user data stored on cloud service provider, 

this support is of no less importance than 

any data protection mechanism deployed 

by the cloud service provider (CSP) [16], 

no matter how secure they seem to be, in 

that it will provide the verifier a piece of 

direct, a privacy-preserving third-party 

auditing protocol, independent to data 

encryption, is the problem we are going to 

tackle in this paper. Our work is among the 

first few ones to support privacy-

preserving public auditing in Cloud 

Computing, with a focus on data storage. 

To achieve this, our scheme utilizes a 

flexible data segmentation strategy and a 

ranked Merkle hash tree (RMHT). 

Meanwhile, we will address a potential 

security problem in supporting public 

verifiability to make the scheme more 

secure and robust, which is achieved by 

adding an additional authorization process 

among the three participating parties of 

client, CSS and a third-party auditor 

(TPA). 

 

II. RELATED WORK 

 

1.Roles of the Participating Parties 

Roles of the Participating Parties 

Most PDP and POR schemes can support 

public data verification. In such schemes, 

there are three participating parties: client, 

CSS and TPA. Relationships between the 

three parties are shown in Fig. 1.1. both 

CSS and TPA are only semi-trusted to the 

client. The challenge message is very 

simple so that everyone can send a 

challenge to CSS for the proof of a certain 

set of file blocks, which can enable 

malicious exploits. 

 
Fig.1.1. Relationship between the participating 

parties in a public auditing scheme

 
Fig. 1.2: The architecture of cloud data 

storage service 

We consider a cloud data storage service 

involving three different entities, as 

illustrated in Fig. 1.2. the cloud user (U), 

who has large amount of data files to be 

stored in the cloud; the cloud server (CS), 

which is managed by the cloud service 

provider (CSP) to provide data storage 

service and has significant storage space 

and computation resources (we will not 

differentiate CS and CSP hereafter); the 
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third party auditor (TPA), who has 

expertise and capabilities that cloud users 

do not have and is trusted to assess the 

cloud storage service reliability on behalf 

of the user upon request. 

 

1.2 Verifiable Fine-Grained Dynamic 

Data Operations  

Some of the existing public 

auditing schemes can already support full 

data dynamics, only insertions, deletions 

and modifications on fixed-sized blocks. 

Particularly, in BLS-signature-based 

schemes with 80-bit security, size of each 

data block is either restricted by the 160-

bit prime group order p, as each block is 

segmented into a fixed number of 160-bit 

sectors. This design is inherently 

unsuitable to support variable-sized 

blocks, despite their remarkable advantage 

of shorter integrity proofs. Existing 

schemes can only support insertion, 

deletion or modification of one or multiple 

fixed-sized blocks, which we call coarse-

grained updates. 

Although support for coarse-

grained updates can provide an integrity 

verification scheme with basic scalability, 

data updating operations in practice can 

always be more complicated. For example, 

the verifiable update process introduced in 

cannot handle deletions or modifications in 

a size lesser than a block. For insertions, 

there is a simple extension that enables 

insertion of an arbitrary-sized dataset V 

CSS can always create a new block (or 

several blocks) for every insertion. 

However, when there are a large number 

of small upgrades (especially insertions), 

the amount of wasted storage will be huge. 

For example the recommended size 

for a data block is 16k bytes. For each 

insertion of a 140-byte Twitter message, 

more than 99 percent of the newly 

allocated storage is wasted V they cannot 

be reused until the block is deleted. These 

problems can all be re- solved if fine-

grained data updates are supported. 

According to this observation, supporting 

of fine-grained updates can bring not only 

additional flexibility, but also improved 

efficiency. 

Cost-efficiency brought by 

elasticity is one of the most important 

reasons why cloud is being widely 

adopted. For example, Vodafone Australia 

is currently using Amazon cloud to 

provide their users with mobile online-

video-watching services. The number of 

video requests per second (RPS) can reach 

an average of over 700 during less than 10 

percent of the time such as Friday nights 

and public holidays, compared to a mere 

70 in average in the rest 90 percent of the 

time. The variation in demand is more than 

9 times. Without cloud computing, 

Vodafone cannot avoid purchasing 

computing facilities that can process 700 

RPS, but it will be a total waste for most of 

the time. This is where cloud computing 

can save a significant amount of 

investments V cloud’s elasticity allows the 

user-purchased computation capacity to 

scale up or down on-the-fly at any time. 

Therefore, user requests can be fulfilled 

without wasting investments in 

computational powers. Other 2 large 

companies who own news.com.au and 

realestate.com. au, respectively, are using 

Amazon cloud for the same reason  We 

can see through these cases that scalability 

and elasticity, thereby the capability and 

efficiency in sup- porting data dynamics, 

are of extreme importance in cloud 

computing. 

Many big data applications will 

keep user data stored on the cloud for 

small-sized but very frequent updates. 

Twitter, where each tweet is restricted to 

140 characters long (which equals 140 

bytes in ASCII code). They can add up to a 

total of 12 terabytes of data per day. 

Storage of transaction records in banking 

or securities markets is a similar and more 

security-heavy. 
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III. PROPOSED SCHEME 

3.1 Preliminaries 

3.1.1 Bilinear Map: 

Assume a group G is a gap Diffie-

Hellman (GDH) group with prime order p. 

A bilinear map is a map constructed as e:G 

x G->GT where Gr is a multiplicative 

cyclic group with prime order. 

 Useful e should have the following 

properties:  

For all m,n€G=>e(m
a
, n

b
) = 

e(m,n)
ab 

non-degeneracy for all m€G, m≠0 

=> e(m, m) ≠ 1 and computability -e 

should be efficiently computable. For 

simplicity, we will use this symmetric 

bilinear map in our scheme description. 

Alternatively, the more efficient 

asymmetric bilinear e:G1 x G2 -> Gr map 

may also be applied. 

3.1.2 Ranked Merkle Hash Tree 

(RMHT) 

 

Fig. 3.1. Example of a Rank-based 

Merkle hash tree (RMHT). 

The Merkle Hash Tree (MHT) has 

been intensively studied in the past. An 

extended MHT with ranks which we 

named RMHT. Similar to a binary tree, 

each node N will have a maximum of 2 

child nodes. Every non-leaf node will 

constantly have 2 child nodes. Information 

contained in one node N in an RMHT T is 

represented as {H,rN} where H is a hash 

value and rN is the rank of this node. T is 

constructed as follows. For a leaf node LN 

based on a message mi, we have H=h(mi), 

rLN = si. A parent node of N1 = {H1,rN1} 

and N2 =  {H2 ,rN2} is constructed as NP 

={h(H1 || H2),( rN1 + rN2)} where || is a 

concatenation operator. A leaf node mi 

AAI Ωi is a set of hash values chosen from 

every of its upper level so that the root 

value R can be computed through {mi,Ωi}. 

For example, for the RMHT demonstrated 

in Fig. 3.1, m1s AAI Ωi = { h(m2), 

H(e),h(d) } According to the property of 

RMHT, we know that the number of hash 

values included in Ωi equals the depth of 

mi in T. 

A public auditing scheme consists 

of four algorithms (KeyGen, SigGen, 

GenProof, VerifyProof). KeyGen is a key 

generation algorithm that is run by the user 

to setup the scheme. SigGen is used by the 

user to generate verification metadata, 

which may consist of MAC, signatures, or 

other related information that will be used 

for auditing. GenProof is run by the 

cloudserver to generate a proof of data 

storage correctness, while VerifyProof is 

run by the TPA to audit the proof from the 

cloud server Running a public auditing 

system consists of two phases, Setup and 

Audit: 

• Setup: The user initializes the public and 

secret parameters of the system by 

executing KeyGen, and pre-processes the 

data file F by using SigGen to generate the 

verification metadata. The user then stores 

the data file F and the verification 

metadata at the cloud server, and deletes 

its local copy. As part of pre-processing, 

the user may alter the data file F by 

expanding it or including additional 

metadata to be stored at server. 

• Audit: The TPA issues an audit message 

or challenge to the cloud server to make 

sure that the cloud server has retained the 

data file F properly at the time of the audit. 

The cloud server will derive a response 

message from a function of the stored data 

file F and its verification metadata by 
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executing GenProof. The TPA then 

verifies the response via VerifyProof. 

 

3.2 Block-Level Operations in Fine- 

Grained Update 

 Block-level operations in fine-grained 

dynamic data updates may contain the 

following 6 types of operations. They are  

1. partial modification(PM): 

Consecutive part of a certain block 

needs to be updated. 

2. whole-block modification(M): 

Whole block needs to be replaced 

by a new set of data. 

3. block deletion(D):Whole block 

needs to be deleted from the tree 

structure. 

4. block insertion(I):Whole block 

needs to be created on the tree 

structure to contain newly inserted 

data. 

5. block splitting(SP):Part of data in a 

block needs to be taken out to form 

a new block to be inserted next to it 

overhead while our modified scheme can 

dramatically reduce communication 

overheads compared to the existing 

scheme. To different data size and 

different efficiency demands in storage or 

communications 

IV CONCLUSION AND FUTURE 

WORK 

We have provided a formal 

analysis on possible types of fine-grained 

data updates and proposed a scheme that 

can fully support authorized auditing and 

fine-grained update requests. Based on the 

contributions of this paper on improved 

data auditing, we plan to further 

investigate the next step on how to 

improve other server-side protection 

methods for efficient data security with 

effective data confidentiality and 

availability. Besides, we also plan to 

investigate auditability-aware data 

scheduling in cloud computing. As data 

security is also considered as a metric of 

quality-of- service (QoS) along with other 

metrics such as storage and computation, a 

highly efficient security-aware scheduling 

scheme will play an essential role under 

most cloud computing contexts. 
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