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ABSTRACT 

 The aim is to analyse the threats to privacy of data in context of IoT. We plan to propose a solution to the problem of data privacy, 
taking into account two major factors, i.e. the resource constraints of the sensors and their mobility being linked to the patient’s 
body which may move occasionally or frequently. The research and development in the IoT has simplified the access to the mobile 
monitoring sensors, placed on the patient's body, remotely. So the process of offering patients, a continuous, real-time monitoring 
of his health and keep track of the same from wherever he goes is possible. However, the main drawback of these applications is 
the lack of consideration of data security and privacy. The nature of these sensors from a wireless connection and limited 
capacities, making them vulnerable to a range of attacks aimed at eavesdrop or tamper patients’ personal information. 
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1. INTRODUCTION 
 

The healthcare is among the most important areas in 
which technology gives special attention due to its vital 
importance, the whole progress is based on improving 
the human life quality and provide better for him, it is 
normal that the field of healthcare has this advantage as 
it directly affects human life. Among the cutting-edge 
technology that aided the field of healthcare and 
contributed to its improvement is the wireless body 
sensors that are placed on the body of the persons in 
need of care as patients, handicapped, elderly and 
children; in order to monitor their health state. Thanks 
to advances in sensor types and capabilities, it was 
possible to capture various information about the 
patient, about his physical, physiological, psychological 
and behavioral state. Its composition of cheap and mini 
materials contribute to its integration in all healthcare 
areas. Sensed data is sent to a medical central unit 
carried by caregivers or any authorized person. The 
medical central unit analyzes the received data and 
shows the caregivers the results about the monitored 
person health; to help them to understand his state and 
help them to intervene in the best moment.  Integrating 
these sensors to internet open a new horizons to the 
telemedicine domain, giving the possibility of tracing 
the patient's condition frequently and in real time. 
Moreover, it will help by creating cooperative networks 
between them and the rest of the other sophisticated 
devices in order to benefit mutually from the 
capabilities of each and every one of them and improve 
the quality of tracking and diagnostics and analysis. It 
will contribute to the coordination between various 
healthcare professionals without moving from one 
place to another. In addition, these techniques will 
make the patient avoid the trouble of mobility and stand 
in queues. Wireless body sensors will provide in the 
context of the Internet of Things, the possibility of 
continuous monitoring, early detection and rapid 
intervention in emergency conditions, in addition to a 
wide range of healthcare services. As the health 
information is very sensitive and vital, it must be 
obtained correctly and accurately with the source 
authentication and among the largest gaps in the 
sensors is the issue of data protection from 
eavesdropping or tampering. Security must be ensured 
in all scenario parts of the health care application. 
Therefore, there is a need for mechanisms to ensure 
data end-to-end security and integrity; from the sensor 
to the medical central unit. Among the most important 
requirements of the security to be provided to these 
systems is to maintain privacy (Security and Privacy 
Issues in Wireless Sensor Networks for Healthcare 
Applications-Springer, 2014), the medical information is 

considered as a vital issue. Legally and ethically is one of 
the most confidential things binding preserved between 
the patient and the caregiver responsible for his 
condition, whether an individual as the doctor or a legal 
entity as the hospital. Moreover, it must be protected 
from tampering; sensed data is sent over the Internet to 
the medical central unit that stores it and analyze it in 
order to reveal the health status of the patient. Any 
error in these data will give wrong results; the caregiver 
could take wrong decisions making the life of the patient 
in danger. Wireless body sensor is a miniature device 
consisting of mini elements for storage, computation 
and wireless transmissions. Its computation capabilities 
are very weak and its storage space and memory size 
are very small. Its batteries charge is limited, knowing 
that these devices designed to live for a long period. 
Therefore, any system that would lead to excess 
consumption of energy will not be effective. These 
features make them vulnerable to a range of easy 
compromising, tampering and eavesdropping attacks. 
They put the privacy of patient medical information at 
risk. Moreover, any change in the sensed data will give 
wrong information about the patient health status, 
which would have a negative impact on his health and 
possibly his life. These sensors must adopt a security 
system capable of maintaining the confidentiality and 
integrity of the sensed data. The best system that can 
ensure this task is the encryption system, but it is not 
easy to apply it as it should respect and take into 
account the specificity of these devices. The impact of 
security on the age of sensor must be taken into account 
when adding new services. This effect presented in the 
extra power consumed in order to carry out the 
encryption and decryption mechanisms and security 
data transfer and storage. For example, the security 
keys, which is a challenge to be applied in this type of 
devices, as the keys management of asymmetric 
cryptography is an energy-consuming and those relating 
to symmetric cryptography is unsafe when exchanging 
it despite being the optimal method regarding its speed 
and lack of energy consumption.  

The basic idea of the proposed solution is to secure the 
data which is sent in the e-healthcare application. As we 
use the concept of IoT, the Internet i.e. the public 
network comes in the picture. When the data will be 
sent over a public network, it has the possibility of being 
tampered, lost, changed, etc. So, to make sure that the 
privacy of the data flowing in the system is maintained, 
we propose this new system. 

Recent advances in information and communication 
technologies and embedded systems have given rise to 
a new disruptive technology: the Internet of Things 
(IoT). This major development will lead to major 
changes in usage and to a transformation of the 
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technological ecosystem in all its complexity. IoT will 
allow people and objects in the physical world as well as 
data and virtual environments to interact with each 
other so as to create smart environments such as smart 
transport systems, smart cities, smart health, smart 
energy, etc., as part of a prosperous digital society. IoT 
is likely to improve the quality of people’s lives, create 
new markets and new jobs, increase economic growth 
and be an impetus for competition. 

However, IoT raises important questions and introduces 
new challenges for the security of systems and 
processes and the privacy of individuals. Some IoT 
applications are tightly linked to sensitive 
infrastructures and strategic services such as the 
distribution of water and electricity and the surveillance 
of assets. Other applications handle sensitive 
information about people, such as their location and 
movements, or their health and purchasing 
preferences. Confidence in and acceptance of IoT will 
depend on the protection it provides to people’s privacy 
and the levels of security it guarantees to systems and 
processes. IoT will enable objects to become active 
participants: these objects will be able to recognize 
events and changes in their environment and to sense 
and react autonomously without human intervention. 
Introducing objects into the control processes makes 
IoT security very difficult to address. Indeed, the 
Internet of Things is a complex system in which people 
interact with the technological ecosystem based on 
smart objects through complex processes. The 
interactions of these four IoT components: persons, 
intelligent objects, technological ecosystem, and 
processes highlight a systemic and cognitive dimension 
to the security of IoT. The interaction of people with the 
technological ecosystem requires the protection of their 
privacy. 

 Similarly, their interaction with control processes 
requires to guaranteeing their safety. Processes must 
ensure their reliability and realize the objectives for 
which they are designed. The move towards a greater 
autonomy for objects will bring the security of 
technologies and processes and the privacy of 
individuals into sharper focus. 

Furthermore, in parallel with the increasing autonomy 
of objects to perceive and act on the environment, IoT 
security should move towards a greater autonomy in 
perceiving threats and reacting to attacks. With the 
personal electronics good connected to Internet will 
enable us to “author” our lives. In medical science field, 
IOT has given a privilege to devices and system to sense 
for coming disease and to prevent it. For E.g.: It can 
make a person healthier with wearables that can predict 
heart attack and cardiovascular strokes. As per a report 

of “The Sun’s Daily”, consumers will start initiating the 
usage of IoT in a better way during 2015 and onwards 
compared to past usage. It is expected that IoT products 
with interoperable capability will dominate the market. 
Awareness of IoT products is also vital for market 
penetration along with security features. “My Brain” 
Technology in France has developed "Melomind". This 
EEG Headset can measure a human's brain waves and 
adjust music in a Smartphone app as they change. This 
product can be used as a digital meditation aid. A smart 
baby pacifier can measure the temperature of a baby 
and transmit the same to the Smartphone of parents. 

 

2. LITERATURE SURVEY 

As the importance and the value of exchanged data over 
the Internet or other media types are increasing, the 
search for the best solution to offer the necessary 
protection against the data thief’s attacks along with 
providing these services under timely manner is one of 
the most active subjects in the privacy related 
communities. 

Cryptography is usually referred to as "the study of 
secret", while nowadays is most attached to the 
definition of encryption. Encryption is the process of 
converting plain text "unhidden" to a cryptic text 
"hidden" to secure it against data thieves. This process 
has another part where cryptic text needs to be 
decrypted on the other end to be understood. We are 
trying to understand which Encryption algorithm is 
suitable for the project’s efficient and reliable working, 
so as to effectively secure the privacy of the patient as 
well as that of the doctor. 

DES: (Data Encryption Standard), was the first 
encryption standard to be recommended by NIST 
(National Institute of Standards and Technology). It is 
based on the IBM proposed algorithm called Lucifer. 
DES became a standard in 1974. Since that time, many 
attacks and methods recorded that exploit the 
weaknesses of DES, which made it an insecure block 
cipher. 

3DES: As an enhancement of DES, the 3DES (Triple DES) 
encryption standard was proposed. In this standard the 
encryption method is similar to the one in original DES 
but applied 3 times to increase the encryption level. But 
it is a known fact that 3DES is slower than other block 
cipher methods.  

RSA: RSA  is  designed  by  Ron  Rivest,  Adi  Shamir,  and  
Leonard Adleman  in  1978.  It is one of the best known 
public key cryptosystems for key exchange or digital   
signatures or encryption   of   blocks   of   data.   RSA   
uses   a   variable   size encryption block and a variable 



INTERNATIONAL JOURNAL OF ADVANCE RESEARCH, IJOAR .ORG                                                                                        

ISSN 2320-9186 

  

  

IJOAR© 2016 
http://www.ijoar.org 

 

size key.  It is an asymmetric (public key) cryptosystem 
based on number theory, which is a block cipher system.  
It uses two prime numbers to generate the public and 
private keys. These two different keys are used for 
encryption and decryption purpose. Sender  encrypts  
the message  using  Receiver  public  key  and  when  the  
message gets transmit to receiver, then receiver can 
decrypt it using his own private key [12, 13]. RSA 
operations can be decomposed in   three   broad   steps;   
key    generation,   encryption   and decryption.  RSA has 
many flaws in its design therefore not preferred for the 
commercial use. When the small values of p & q are 
selected for the designing of key then the encryption 
process becomes too weak and one can be able to 
decrypt the data by using random probability theory 
and side channel attacks. On the other hand if large p & 
q lengths are selected then it   consumes   more   time   
and   the performance   gets degraded in comparison 
with DES. Further, the algorithm also requires  of  similar  
lengths  for  p  &  q,  practically  this  is  very tough 
conditions to satisfy  

Key Generation Procedure  

1. Choose two distinct large random prime numbers p & 
q such that p ≠ q.   

2. Compute n= p ×q. 

3. Calculate: phi (n) = (p-1) (q-1). 

4. Choose an integer e such that 1<e<phi (n) 

5. Compute  d  to  satisfy  the  congruence  relation  d  ×  
e  =  mod phi (n); d is kept as private key exponent. 

6. The  public  key  is  (n,  e)  and  the  private  key  is  (n,  
d). Keep all the values d, p, q and phi secret. 

 

Encryption: 

Plaintext: P < n 

Ciphertext: C= P^e mod n 

Decryption: 

Ciphertext: C 

Plaintext: P=C^d mod n 

Blowfish: Blowfish is a symmetric block cipher that can 
be effectively used for encryption and safeguarding of 
data. It takes a variable-length key, from 32 bits to 448 
bits, making it ideal for securing data. Blowfish was 
designed in 1993 by Bruce Schneier as a fast, free 
alternative to existing encryption algorithms. Blowfish is 
unpatented and license-free, and is available free for all 
uses. Though it suffers from weak keys problem, no 

attack is known to be successful against it (Bruce, 1996) 
(Nadeem, 2005). 

Others those have done the comparisons: 

(Tamimi, 2008) provided a performance comparison 
between four most common algorithms: DES, 3DES, 
AES, and Blowfish. The comparison had been conducted 
by running several different settings to process different 
sizes of data blocks to evaluate the algorithm’s 
encryption/decryption speed. The simulation setup was 
in C# programming language. The results of this paper 
shows that blowfish has a better performance than 
other common encryption algorithms. AES showed poor 
performance results compared to other algorithms 
since it requires more processing power. 

(Nadeem, 2005) In this paper, the popular secret key 
algorithms including DES, 3DES, AES (Rijndael), Blowfish, 
were implemented, and their performance was 
compared by encrypting input files of varying contents 
and sizes. The algorithms were implemented in Java 
programming, using their standard specifications, and 
were tested on two different hardware platforms, to 
present the comparison. The two different machines 
are: P-II 266 MHz and P-IV 2.4 GHz. 

(Dhawan, 2002) has also done experiments for 
comparing the performance of the different encryption 
algorithms implemented inside .NET framework. Their 
results are close to the ones shown before. The 
comparison was performed on the following algorithms: 
DES, Triple DES (3DES), RC2 and AES (Rijndael). (Table 1 
shows the comparison of all the algorithms) 

 

3. PROPOSED SOLUTION 

The basic aim of the system is to report and send 
patient’s anomalous data to a central data server so that 
it can be stored as well as viewed by the doctor as 
required. The proposed solution consists of a heart beat 
sensor, Arduino Uno microcontroller and a Bluetooth 
module HC-05 that are embedded together. This system 
is deployed on the patient’s body so as to take the 
readings of his heart beats. The data collected by the 
sensor is sent to an Android device (preferably the 
patient’s smartphone). The Bluetooth module is used to 
enable data transmission from the Arduino and the 
Android device. In the smart phone an application 
receives the data, adds the pre-assigned patient id, time 
of the reading, patients GPS location and the doctor’s id. 
This whole data packet is encrypted using the Blowfish 
algorithm and then sent via Internet to a Server on 
which the data is managed. As the data packet is being 
sent, a text message is sent to the respective doctor so 
that the doctor gets to know that his patient is facing an 
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anomaly. The patient side system works in this way: 
Sensor-Arduino-Bluetooth module-Android App-Server. 

On the centralized data server, the data is stored in an 
encrypted format. It can be decrypted as required. Data 
is encrypted to maintain its privacy and security. In case 
of physical or virtual intrusion, the intruder won’t be 
able to misuse the data as it will be encrypted and key 
will be available only at the doctor’s end and patient’s 
end. 

On the other hand, the doctor’s end of the system can 
be explained as below. The doctor can access the central 
data server using a webpage. When the doctor will 
request the data, it will be decrypted and displayed. As 
data will be decrypted partially as needed, the main aim 
of privacy can be achieved. Figure 1 shows the depiction 
of this system. 

ASSUMPTIONS: While proposing this system, we made 
a certain assumptions. These assumptions have reduced 
the complexity of the system. The following 
assumptions were made: 

1.  The patient and the doctor have 
communicated personally at least once as the 
personal examination of the patient is a 
necessary aspect while deciding the sensors 
that need to be carried by the patient. 

2. The exchange of unique ID’s of the patient and 
doctor are must for privacy and security 
reasons. 

3. Sensors are always on the patient’s body and 
they are awake. 

4. The daemon process on the mobile gateway 
runs continuously without any failure.  

5. The power supply to the gateway device is 
provided continuously. 

6.  The data flow across the system, (i.e. from 
sensor to the gateway, gateway to server and 
server to user (doctor) machine) is real time 
with zero or negligible time loss so as to make 
the system highly responsive and dynamic.  

7. Efficiency is assumed to be 100%.  
8. Success rate of the data transfer is assumed to 

be 100%. 
9. Sensors, gateway and server is assumed to 

never fail. 
10. The user (doctor) and client (patient) are 

authenticated to maintain integrity of the 
system 
 
 

4. THREATS 

The architecture of an e-healthcare system may vary 
depending many requirements and constraints, but 

generally the system is composed by three major 
component; the wireless body sensors, the medical 
central unit and the gateway that links the sensors by 
the Internet, it may be a router, PDA, Smartphone, etc. 
We assume that both the gateway and the medical 
central unit are secure and trustworthy, as they are full 
resources devices; implemented by the performant 
security protocols. We assume an ideal network where 
no message is lost or exchanged and all messages are 
sent and received instantly by the communicated 
devices. Moreover, all communication channels are 
assumed public. The attacker cannot intervene by an 
active attack by capturing or compromising a node from 
the WBAN in the bootstrapping phase during the 
network deployment, but he can execute a passive 
attack like eavesdropping the flow between the wireless 
sensors and the gateway in this phase. Thus, it is not 
possible to take into account the time that the attacker 
make to execute its attacks.  If the attacker compromise 
a node, he can reveal the key stored in it, but it will 
obtain only the key of the current session. He can 
encrypt and decrypt messages by the key in his 
possession and he is capable of storing, deleting, build 
and send all the messages with this key. We assume the 
used cryptography, even the symmetric or the 
asymmetric, is perfect. Encrypted messages can only be 
read if the decryption key is available in the node.  

 

5. CONCLUSION 

The presented simulation results showed that Blowfish 

has a better performance than other common 

encryption algorithms used. Since Blowfish has not any 

known security weak points so far, which makes it an 

excellent candidate to be considered as a standard 

encryption algorithm. AES showed poor performance 

results compared to other algorithms since it requires 

more processing power.    

This model is based on the establishment of two security 

pair wise keys in order to secure communication 

between the sensors and the gateway from the other 

side.  This model ensures the confidentiality, privacy and 

sensors authentication as no intruder cannot get a false 

identity or set the security key to integrate the network 

without being registered in the database and carry the 

secret number. The analysis showed that our scheme 

meets the measures that must be taken into account for 

WBAN We presented a settlement security keys for 

symmetric cryptography in order to ensure the privacy 
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of the WBAN sensors and the data of the patients in the 

context of IoT (Figure 2 shows the architecture of IoT).  

Factor RSA DES 3DES Blowfish AES 

Created by Ron Rivest, Adi 

Shamir, and Leonard 

Adleman In 1978 

IBM in 1975 IBM in 1978 Bruce 

Schneier in 

1993 

Vincent Rijmen, 

Joan Daemon in 

2001 

Key Length Depends on the no. of 

bits in the modulus n, 

where n=p*q 

56bits 168bits(k1,k2,k3) 128bits 128,192,256 bits 

Security Least secure Not secure 

enough 

Adequate security Excellent  Excellent security 

Block size Variable 64bits 64bits 64bits 128bits 

Cipher type Asymmetric  Symmetric Symmetric Symmetric  Symmetric 

Speed Slowest  Slow  Slow  Fastest  Fast 

Table 1: Comparison of RSA, DES, 3DES and AES 
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Figure 1 : Overall architecture of the proposed system 

           

Figure 2 : IoT Architecture 


