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Abstract- 

 This paper presents implementation of a low power image encryption and decryption algorithm because it is important to protect the 
confidential image data from unauthorized access. Therefore, we select a highly secured symmetric key encryption/decryption 
algorithm such as Advanced Encryption Standard (AES), in order to decrease the power consumption and decrease area we use counter 
mode AES algorithm and also uses pipelining, signal gating and resource sharing. Such procedure makes AES suitable for fast image 
encryption/decryption. Implementation of a 128-bit AES on FPGA has been done and the results are as follow: maximum frequency of 
220MHZ for 256*256 size image, power achieved is 898mW in clock frequency 100MHZ. Power is analyzed using Xilinx Xpower 
analyzer.  
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I. INTRODUCTION 

Information is significant in every aspect of human life. There 

are different cryptographic algorithms are available to secure 

the information. However, most of them are computationally 

intensive, either deals with huge numbers and complex 

mathematics or involves several iterations. Advanced 

Encryption Standard (AES) is a cryptography algorithm 

proved to have the best quality among 15 candidates by 

National Institute of Standards and Technology (NIST). AES 

has high security with relatively little memory and CPU 

resource requirements. It is easier to apply cryptographic 

solutions on computer based communication systems than on 

conventional systems like telephone, fax and radios. It is not 

feasible to dedicate a general computer for each of such 

systems. Instead, a cheap and portable embedded system can 

be developed to ensure the communication security. 

Microcontroller, ASIC or DSP are used in the construction of 

embedded systems. Microcontroller based embedded systems 

have lowest cost, which is one of the basic criteria of an 

embedded system design. Variety of microcontrollers are 

available, each have different processor and peripheral devices 

present inside them. ARM7TDMI is a popular embedded 

processor which is reliable, has low power consumption, low 

cost and small physical size [2]. For increase speed applying 

four stages of pipeline, designing the control unit based on 

logical gates, implementation of mixcolumn and inv-

mixcolumn by using mult 2 and mult 3 units and 

synchronizing the key production phase with each round 

phase, also for reducing power consumption using techniques 

include: resource sharing, pipelining and signal gating. [1]. 

However, these implementations do not run fast enough for 

real-time applications, for example voice encryption. In such 

applications, the encryption has to be done in timely manner. 

Otherwise, it affects quality of service of the communication, 

in a way that it cannot be tolerated by the users. In this case, 

most developers go for a ASIC or DSP, which can run the 

available implementations faster so that it can meet the 

required speed. An image encryption can be done by 

combining MATLAB with the encoder. Each pixel in an 

image is represented by 8 bits( 1 byte). So using MATLAB 

convert the pixel values into bytes, these values are encoded 

using encoder in order to encrypt the image[3]. Applying the 

resource sharing technique to  find  common data paths 

between the desired operations in order to limit  the area 

resources of the system. Also, applying power  managing 

technique, data paths that do not contribute in the  required 

results of the system are deactivated[4]. The rest of the paper 

is structured as follow. Section2 gives a brief summary of 

AES algorithm and presents the system architecture adopted in 

our implementation. Comparison of our implementation with 

those done previously is given at section3. Finally section4 

provides the conclusion of this paper. 
 

II. AES ALGORITHM AND PROPOSED IMPLEMENTAION 

 

The AES algorithm is a symmetric block cipher that processes 

data blocks of 128-bits using a cipher key of length 128,192 or 

256 bits each data block consist of a 4*4 array of bytes called 

the state, on which the basic operations of the AES algorithm 

are performed. The AES encryption procedure is shown in 

Figure.1.The AES decryption procedure is shown in Figure.2. 

AES algorithm contain of two parts:       

 

Figure1: Encryption process 

 

Round function 

 

This part consisting of different transformations. They are 

subBytes, shiftrows, mixColumns and addroundkey the four 

transformations are described briefly as follows [1][3]: 
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Figure 2: Decryption process 

SubByte 

 

Every byte in the state is replaced by another, using the 

Rijndael S-Box. It is a non-linear substitution that operates 

independently on each byte of the state using a substitution 

table (S-Box). The S-Box is invertible and is constructed by 

composition of two transformations. Namely, multiplicative 

inverse in finite field GF(2
8
) followed by affine 

transformation [1][3]. Calculating S-Box entries is 

computationally expensive, and its values are independent of 

the input. For most applications, S-Box values are pre-

calculated and stored in a 16*16 byte (256 byte) memory. 

Each individual byte of state is mapped into a new byte in the 

following way: The left most 4 bits used as a row value and 

the right most 4 bits are used as a column value. These column 

and row values serve as indexes into the S-Box to select a 

unique 8-bit output value as shown in the Figure.3. In 

proposed implementation, S-Box is based LUT as a way of 

increasing the speed. This implementation is shown in 

Figure.3. 

 

 

Figure 3: S_Box transformation 

 

ShiftRow 

 

Every row in the state is shifted a certain amount to the left. In 

this operation, each row of the state is cyclically shifted to the 

left, depending on the row index. The first row is not shifted, 

the second shifted 1 byte position, the third 2 byte position and 

the fourth 3 byte position. A graphical representation of 

shiftrows and inverse shiftrows is shown in below Figure.4 

and Figure.5. 

 
Figure 4: ShiftRow Transformation 

 
Figure 5: Inverse ShiftRow Transformation 

 

MixColumns 

 

The data within each column of state are mixed. It operates on 

the state column wise, treating each column as a four term 

polynomial over GF(2
8
). The column polynomial is multiplied 

module x
4
+1 with fixed polynomial  p(x) giving by  

p(x)={03}x
3
+{01}x

2
+{01}x+{02} 

The transformation can be defined by the following matrix 

multiplication on state (Figure.6): 

 

 
Figure 6: mixColumn transformation 

 

AddRoundkey 

 

A round key is added to a state. In this operation round key is 

applied to the state by a simple bit wise XOR operation. The 

round key is extracted from the cipher key by means of key 

schedule. The operation is viewed as a column wise operation 

between the 4 byte of a state column and word of the round 

key; it can also be viewed as a byte_level operation. 
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1) Key Expansion 

In Figure.7 shown AES key expansion 

 
Figure 7: AES key expansion 

 

The function g consist  of the following sub functions: 

1. Rotword performance a 1 byte circular left shift on a word. 

this means that an input word [a0,a1,a2,a3] is transformed into 

the sequence [a1,a2,a3,a0]. 

2. subword performs a byte substitution on each byte of its 

input word using the S-box. 

3. The result of steps 1 and 2 is xor‟ed with a round constant 

shown in Table I. 

 

  

Table I:Value RC[j] in hexadecimal value 

 
 

III EXPERIMENTAL RESULTS 

Figure 8 and figure 9 shows the Xilinx simulation of 

Encryption and Decryption process respectively. 

The forward cipher block can perform a complete encrypt 

sequence in 12 clock cycles (10 cycles for the 10 rounds, plus 

one cycle for initial key expansion, and one cycle for the 

output stage). 

The forward cipher block accepts a key and the plain text at 

the beginning of each encryption sequence. The beginning is 

always indicated by asserting the „ld‟ pin as high. When the 

core completes the encryption sequence, it will assert the 

„done‟ signal for one clock cycle to indicate the completion. 

The user might chose to ignore the „done‟ output and time the 

completion of the encryption sequence externally.  

  

 

 
Figure 8: Simulation result of Encryption process 

 

 
Figure 9: Simulation result of Decryption process 

 

The original image can be regenerated using the encrypted 

image and the final key produced at the last stage of 

encryption by the image decryption circuit which is 

implemented too. In this implementation, the image used is of 

256*256 size, the Hex codes of the image is given to the 

designed AES encrypting, and encrypted data of the original 

image, that is the encrypted image are obtained. 

 

 

 
               Original      Encrypted                Decrypted 

 

 
Figure 10: Original, Encrypted and Decrypted Images 
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TABLE II. COMPARISON POWER CONSUMPTION. 

In proposed  Our 

Implementation  

Power consumption is 

0.3 watt for 32x32 

pixel of data  

Power consumption 

is 0.898 watt for 

256x256 pixel  

 

IV CONCLUSION AND FUTURE WORK 

In this proposed method, image of size 256x256 pixel is 

encrypted and decrypted at clock frequency of 100MHz by 

consuming power 898mW with maximum frequency of 

220MHZ. But in earlier method it consumes 301mW power for 

the image of size 32x32 pixel at the clock frequency of 

100MHz. This work opens up avenues to explore to several 

other issues like throughput and size reduction of chip. 
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