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ABSTRACT:  

Network security is becoming more and more crucial as the volume of data being exchanged on the internet 

increases. Elliptic curve cryptography(ECC) offers high security for networking and communication. ECC is an 

approach to public key cryptography based on the algebraic structure of elliptic  curves over finite fields. The ECC 

is advantageous due to the provision of high level of security and the usage of small keys. This paper presents an 

elliptic curve point multiplication algorithm over GF(P) and  implemented using TMS320VC5416 DSP starter kit. 

Keywords: 

 Elliptic curve cryptography, Finite field, Public key cryptography, Point addition, Point Doubling, Point 

multiplication. 
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1. Introduction:  
Cryptography, the art and science of hiding data, 

plays a central role in achieving information security. 

It has become a fundamental part of communication 

and commercial applications in the Internet as well as 

in many other digital applications. Cryptography is 

deployed with cryptographic algorithms, 

mathematical functions for hiding messages and 

retrieving hidden messages. Cryptography is widely 

applied in everyday life. Governments and militaries 

also rely heavily on cryptography to keep certain 

information classified, like attack orders or obtained 

intelligence. Encryption schemes can be classified in 

two distinct categories: symmetric and asymmetric. 

We will call an encryption schemes symmetric, if the 

decryption key is identical to the encryption key, or 

can be easily determined from it. Otherwise, we call 

it asymmetric. Asymmetric encryption schemes give 

rise to public key cryptosystems, since it causes no 

problems if the encryption key is published, contrary 

to symmetric schemes. Public-key cryptography has 

several advantages compared with non public-key 

cryptography. In particular, it eliminates the problem 

of the key distribution and provides some important 

function such as digital signature. To ensure a high 

degree of security, most proposed public key 

cryptographic algorithms require large keys and 

intensive computations. In recent years, elliptic 

curves over finite fields have been focused in public 

key cryptography [1][2] 

 

2. Elliptic curve cryptography: 
Elliptic curves were first proposed as a basis for 

public key cryptography in the mid 1980s 

independently by Koblitz and Miller. Elliptic curve 

cryptography (ECC) algorithm is practical than 

existing security algorithms[3][4]. Because of this 

fact, it showed real attraction to portable devices 

(handheld devices) manufacturers and the security of 

their systems. In fact, through these devices, any one 

can access either email, or do bank transaction or buy 

an thing oninternet using credit cards with high 

security standards. Elliptic curve algorithm is 

promising to be the best choice of these handhelds or 

similar devices because of low computing power 

(low battery consumption) and fast execution. ECC 

further gives very high security as compared to 

similar crypto systems with less size of key. For 

example, 160 bit ECC system is believed to provide 

same level of security as 1024 bit RSA [3][4]. 

Also, the rate at which ECC key sizes increase in 

order to obtain increased security is much slower 

than the rate at which integer based discrete 

logarithm (DL) or RSA key sizes increase for the 

same level increase in security [5]. 

 

 
 
 
 
Table 1. Nist Guidelines for Public-Key Sizes with 
Equivalent Security Levels  

 

 
 

ECC is included in the following major standards: 

ANSI X9.62 and X9.63, IEEE 1363, FIPS 186-2 

(NIST), ISO/IEC 15946-1/2/3/4  and 18033-2 , and 

SECG. The DSA standard  also includes an elliptic 

curve variant of DSA called Elliptic Curve Digital 

Signature Algorithm(ECDSA). 

Elliptic curves provide a public key crypto-system 

based on the difficulty of the elliptic curve discrete 

logarithm problem, which is so called because of its 

similarity to the discrete logarithm problem (DLP) 

over the integers modulo a prime p [6]. This 

similarity means that most cryptographic procedures 

carried out using a cryptosystem based on the DLP 

over the integers modulo p can also be carried out in 

an elliptic curve cryptosystem. ECCs can also 

provide a faster implementation than RSA or DL 

systems, and use less bandwidth and power [7]. 

These issues are crucial in lightweight applications, 

i.e. smart cards [8]. An elliptic curve over a Galois 

field with p elements, GF(p), where p is prime and p 

> 3 may bedefined as the points (x,y) satisfying the 
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curve equation E: y
2
=x

3
+ax+b (mod p) , where a and 

b are constants satisfying 4a3+27b
2
≠0 (mod p). In 

addition to the points satisfying the curve equation E, 

a point at infinity (f) is also defined. With a suitable 

definition of addition and doubling of points, this 

enables the points of an elliptic curve to form a group 

with addition and doubling of points being the group 

operation, and the point at infinity being the identity 

element. We then further define scalar point 

multiplication of a point P by a scalar k as being the 

result of adding the point P to itself k times (i.e. kP = 

P + P + P + · · · + P (k- times)). The elliptic curve 

discrete logarithm problem is then defined as to 

compute scalar k such that Q = kP; given the prime 

modulus p, the curve constants a and b, and two 

points P and Q. This problem is infeasible for secure 

elliptic curves, and thus point multiplication is the 

basic cryptographic operation of an elliptic curve. 

Point multiplication involves mainly three modular 

operations: addition, multiplication and inversion, 

where the modular addition operation is the simplest 

and least to be worried about [9]. 

 

3. Operations required by ECC: 
The Point multiplication, or  repeated addition, of EC 

points is the main operation required by ECC 

schemes, although other operations such as division 

may also be needed. For exact long integer 

wordlength mathematical arithmetic operations 

implied by such encryption/decryption systems are 

slow and possibly unique to this application area, 

since all rounding schemes are automatically 

excluded. The addition of two EC points and 

doubling of a point  is illustrated in figure.1 below. 

 

 

 
 

Figure 1: Illustration of point addition and point 

doubling.  

 

As it is the point multiplication operation that 

dominates the actual execution timing of ECC 

schemes, its efficient implementation is crucial. The 

actual mathematics depends on the chosen curve and 

underlying field,  however there is a clear hierarchy 

of underlying mathematical operations, as shown in 

figure. 2  below. 

 

 
 
Figure 2: Hierarchy of ECC mathematical operations 

 

 

4. Elliptic Curve on Prime field:  
The equation of the elliptic curve on a prime field Fp 

is y
2
mod p= x

3 
+ ax + b mod p, where 4a

3
 + 27b

2 

mod p ≠0. Here the elements of the finite field are 

integers between 0 and p – 1. All the operations such 

as addition, substation, division, multiplication 

involves integers between 0 and p – 1. The prime 

number p is chosen such that there is finitely large 

number of points on the elliptic curve to make the 

cryptosystem secure. 

 

Point addition operation is computed as shown 

below: 

 

(x1 , y1) + (x2 , y2) = (x3 , y3) ; where x1 ≠ 

x2 

λ = (y2 – y1)/(x2 – x1) 

x3 = λ2 – x1 – x2 

y3 = λ(x1 – x3) – y1 
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However, the addition of a point to itself (doubling a 

point) on the elliptic curve  is computed as show 

below: 

 

(x1 , y1) + (x1 , y1) = (x3 , y3); where x1 ≠ 0 

λ = (3(x1)2 + a) /(2y1) 

x3 = λ2 – 2x1 

y3 = λ(x1 – x3) – y1 

 

In both point addition and point doubling, we need an 

inversion step to calculate λ. The inversion is the 

most expensive operation. 

Let us consider the elliptic curve over Fp where a = 

1, b = 6, p = 11 with the equation y
2
 ≡ x

3
+ x + 6 

(mod 11). The set of solutions are E = {(2,4),(2,7), 

(3,5), (3,6), (5,2), (5,9), (7,2), (7,9), (8,3), 

(8,8),(10,2), (10,9), Ο}, including the point infinity 

O. 

Choose P = (2, 4) and Q = (10, 9) and theelliptic 

curve point addition is performed as follows. 

 λ= (9-4)/(10-2) mod 11 = 2 

P+Q = (2,4) + (10,9) 

x3 = 2
2
– 2- 10 = -8 = 3 

y3 = 2 ( 2-3) - 4 = -2- 4 = -6 = 5 

P+Q = (2,4) + (10,9) = (3, 5) 

Select the point P = (8,8) and the doubling operation 

is done as follows 

λ__= (3 * 8
2
 +1)/(2 * 8) mod 11 = 

(6 /5) mod 11= (50 / 5) mod 11 = 10 

x3 = 10
2
- 2 * 8 = 84 mod 11= 7 

y3 = 10(8-7) -8 = 10-. 8 = 2 

2P = (8,8)+ (8,8) = (7,2) 

Note that the result of addition and doubling is (3,5) 

and (7,2) 

 

5. Point multiplication algorithm: The 

algorithm used for point multiplication is based on 

the binary method [10], since it is efficient for 

hardware implementation. The binary method 

algorithm is shown below: 

 

Algorithm : Binary method 

Input: Binary representation of k and point P 

k = (kn-1….k1k0)2 

Output: kP 

1. R  P 

2. For i = n-2 to 0 do 

2.1 R 2R (Point Doubling) 

2.2 If ki =1 then 

R = R + P (Point 

Addition) 

2.3 i i −1 

3. Return R 

 

The cost of multiplication depends on the length of 

the binary representation of k and the number of 1s in 

this representation. If the representation (kn-

1….k1k0)2 has kn-1 # 0 then the number of doubling 

operation is (n - 1) and the number of addition 

operations is one less than the number of non-zero 

digits in (kn1….k1k0)2. The number of non-zero 

digits is called the Hamming weight of scalar 

representation. In an average, binary method requires 

n -1 doublings and n -1/ 2 additions. For example, the 

integer k = 729 and the binary representation is 

(1011011001)2, computation of 729P requires 9 

doublings and additions. Whenever the bit is 1, two 

elliptic curve arithmetic operations such as Point 

double and Point addition will be made and if it is 0, 

only one operation, Point double  is required. So if 

we reduce the number of 1s in the scalar 

representation or hamming weight, we could speed 

up the above computation. 

 

 

6. Experimental Results: 
 

Points on the elliptic curve E23(1,1)          

 

(0 , 1)        ( 4, 0)        (7 ,12)     (12, 19)  (18, 20) 

 

(0, 22)       ( 5, 4)       (9 , 7)       (13, 7)    (19, 5) 

 

(1 , 7)    (5, 19)       (9, 16)      (13, 16)  (19, 18) 

 

(1 ,16)    ( 6, 4)       (11, 3)       (17, 3)   

 

(3, 10)    (6, 19)       (11, 20)     (17, 20) 

 

(3 ,13)    ( 7,11)       (12, 4)       (18, 3) 

 

Results for Point addition 

 

For E 23(1, 1)  POINT ADDING (R = P + Q); 

P=(3,10), Q=(9,7) 

In this case P≠Q; R=P+Q = (17,20) 
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Results for Point doubling 

 

IF P=Q then (POINT DOUBLING) i.e.. R = 2P = 

(7,12) 

 

 
 

Results for point multiplication 

 

Point Q=7P =(19,18) 
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7. Conclusion:  
Elliptic Curve Cryptography offers a promising 

approach in the areas of public-key or dedicated areas 

of cryptography, due to the hardness, or lack of sub-

exponential time attack on the discrete-log problem 

in elliptic fields. Elliptic curves are based on very 

sound mathematical foundations, of centuries, and 

distribute the potential cipher text values fairly 

randomly to make any guess or attack difficult. The 

elliptic curve discrete logarithm problem makes ECC 

most efficient with smaller key size compared to 

earlier RSA algorithm. The much shorter key sizes 

make them suitable for lightweight computing, 

bandwidth, power devices as mobiles, laptops, 

mobile web browsers etc. There is a lot of potential 

of ECC in general cryptography, as well as the area 

of  light weight cryptography. In this paper, we 

propose an  algorithm for point multiplication on 

ECC. It make the Elliptic Curve cryptosystem very 

suitable for low-cost implementations and also 

feasible in the restricted computing environments. 
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