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Abstract:  
 
In modern communication networks, routing protocols are used to determine  the  shortest  path  to  the destination.  
Open  Shortest  Path  First (OSPF),  Enhanced  Interior  Gateway Routing Protocol (EIGRP) is the dominant 
interior routing protocol for such networks. This paper presents a simulation based analysis of these protocols. To 
carry out the network simulations, we used Optimized Network Engineering Tool (OPNET). The comparison 
analysis is based on several parameters that determine the robustness of these protocols. 
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1. Introduction 
 

Computer networks and networking have grown 
rapidly during the last few decades. At the 
beginning of networking technology, computers 
shared files and printers mainly with  computers  
from  the  same manufacturer. But this problem was 
solved by introducing     the     Open     Systems 
Interconnection (OSI) reference model by the 
International Organization for Standardization 
(ISO). The OSI model was meant to help vendors 
create interoperable network devices and software 

in the form of protocols so that networks from 
different vendors could work with each other [1]. 
Internet Protocol (IP) is the most widely used 
network layer protocol for interconnecting computer 
networks. Intra domain routing protocols, also 
known as Internet Gateway Protocols (IGP), 
organize routers within Autonomous Systems (ASs). 
Nowadays, the most widely used intra domain 
routing protocols are Open Shortest Path First 
(OSPF), Enhanced Interior Gateway Routing 
Protocol (EIGRP). 
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This paper provides detailed simulation analysis of 
the robustness of OSPF and EIGRP  routing  
protocols.  The  simulations are   carried   out   by   
using   the   OPNET- Modeler simulator. 
 
2. Problem Description 
 
Interior networks mainly use the following two 
routing protocols: EIGRP, OSPF. Due to its 
scalability, OSPF is used more often than EIGRP [1]. 
OSPF is a link state protocol. This protocol 
consumes high bandwidth during network 
convergence and relatively complicated to setup on 
the network but is the preferred protocol for larger 
networks. On the other hand, EIGRP has a faster 
convergence time than OSPF, it can be used in 
different network layer protocols and it is relatively 
easy to setup on the network. However, EIGRP is a 
CISCO proprietary protocol, which means that it can 
only be used on CISCO products. 
Here,  we  will  look  at  the  advantages  of using 
OSPF on one network and EIGRP on another  
network.  The  comparison  analysis of the routing 
protocols will be performed on OPNET. 
 
3. Routing Protocol Overview 
 
In IP networks, the main task of a routing protocol is 
to carry packets forwarded from one node to another. 
In a network, routing can be defined as transmitting 
information from a source to a destination by 
hopping one-hop or multi hop. Routing protocols 
should provide at least two facilities: selecting routes 
for different pairs of source/destination nodes and, 
successfully transmitting data to a given destination. 
Routing protocols are used to describe how 
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routers communicate to each other, learn available 
routes, build routing tables, make routing decisions 
and share information among neighbors. The main 
objective of routing  protocols  is  to  determine  the  
best path  from  a  source  to  a  destination.  A 
routing   algorithm   uses   different   metrics based 
on a single or on several properties of the path in 
order to determine the best way to reach a given 
network. Conventional routing protocols used in 
interior gateway networks are classified as 
1. Link State Routing Protocols 
2. Distance Vector Routing Protocols. 

There  are  also  other  classifications  of routing 
protocols, 

1. dynamic or static 
2. reactive or proactive. 

 
3.1 Desirable Properties 

 
To provide efficient and reliable routing, several  
desirable   properties   are   required from the routing 
protocols: 
(a) Distributed Operation 
(b) Loop Free 
(c) Convergence 
(d) Demand Based Operation 
(e) Security 
(f) Multiple Routes 
(g) Quality of Service (QoS) 

 
3.2   Metrics and Routing 

 
3.2.1. Metrics: The path cost can be measured based 
on metric parameters of the path. To determine the 
best path among all the available routes, routing 
protocols will select  the  route  with  the  smallest  
metric value (or cost). Every routing protocol has 
its own metric calculation. 

 
3.2.2.  Metric  Parameters:  Different metrics are 
used by different routing protocols  and  on  the  
basis  of  the  metric used, routing protocols cannot 
be easily compared. In IP routing protocols, the 
following metrics are often used: 
(a) Hop count (b) 
Bandwidth (c) Load 

(d) Delay 
(e) Reliability 
(f) Cost 
 
3.3   Classification 
 
Routing protocols can be classified as: 

a)   Static and dynamic routing 
protocols 

b)   Classful and Classless routing 
protocols 

c)   Distance   Vector   and   Link   State 
routing protocols 

 
3.4   Static versus Dynamic Routing 
 
In static routing, the routing table is constructed 
manually and routes are fixed at router boot time. 
The network administrator updates the routing table 
whenever a new network is added or deleted within 
the AS. Static routing is used only for small 
networks. It has bad performance when the network 
topology changes. 
In dynamic routing protocols, the routing tables  are  
created  automatically  in  such  a way  that  adjacent  
routers  exchange messages with each other and the 
best routes are computed using own rules and 
metrics. The selection of best routes is based on 
specific  metrics  such  as  link  cost, bandwidth, 
number of hops and delay and these values are 
updated by using protocols which propagate route 
information. 
 
3.5   Classful and Classless Routing 
 
Routing protocols can also be divided into classful 
and classless routing based upon the subnet mask. 
 
3.5.1.       Classful Routing: In classful routing, 
subnet masks are the same throughout the network 
topology and such a protocol does not send 
information of the subnet mask in its routing updates. 
Figure 2.2 shows a network using classful routing 
protocol in which the subnet mask is same 
throughout the network. 
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3.5.2.   Classless Routing 

 

 
 
In  classless  routing,  the  subnet  mask  can vary in 
network topology and in the routing updates and the 
subnet mask together with the network address are 
included. Most networks today are not allocated 
based on classes and the value of the first octet is not 
used to determine the subnet mask. Classless routing 
protocols support discontiguous networks. Figure 2.3 
shows a network using classless routing in which 
different 
subnet mask are used within the same topology. 
RIPv2, EIGRP, OSPF, IS-IS and 
BGP   are   examples   that   belong   to   the 
classless routing family of protocols. 

 
3.6   Distance Vector Routing 

 
As   the   name   indicates,   distance   vector routing 
protocol advertise routes as a vector of distance and 
direction. Here, the distance is represented in terms 
of hop count metrics and direction is represented by 
the next hop router or exit interface. DVR is based 
upon the Bellman Ford algorithm. In DVR, the paths 
are calculated using the Bellman Ford algorithm 
where a graph is built in which nodes takes position 
of the vertices and the links between the nodes takes 
position of the edges of the graph. 

3.7   Link State Routing 
 
Link State Routing (LSR) protocols are also known 
as Shortest Path First (SPF) protocol where  each  
router  determines  the  shortest path to each 
network. In LSR, each router maintains a database 
which is known as link state database. This 
database describes the topology of the AS. 
Exchange of routing information   among   the   
nodes   is   done through   the   Link   State   
Advertisements (LSA). 
 
4.  Open Shortest Path First 
 

4.1   Introduction to OSPF 
 

Open Shortest Path first (OSPF) is a link state 
routing protocol that was initially developed in 1987 
by Internet Engineering Task Force (IETF) working 
group of OSPF. In RFC 1131, the OSPFv1 
specification was published in 1989. The second 
version of OSPF was released in 1998 and published 
in RFC 2328. The third version of OSPF was 
published in 1999 and mainly aimed to support IPv6. 
 
4.2   OSPF Protocol Structure 
 
The following figure represents the  OSPF 
protocol structure. 
Version: Describes the OSPF version. 
The current version used is 2. Type: This field 
indicates type of OSPF packet. 
Five types of OSPF packets exist: 

a)   HELLO 
b)   Database Description (DBD) 
c)   Link-state request (LSR) 
d)   Link-state update (LSU) 
e)   Link-state acknowledgement 

(LSAck). 
 
Packet Length: Describes the length of the OSPF 
packet in bytes including the OSPF header. 
Router ID: This field is used to identify the router 
throughout the AS. 
Area  ID:  This  field  indicates  the  area  to 
which  the  packet  belongs.  Areas  can  be written 
in two ways: Area 1, or Area 0.0.0.1. 
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Checksum: This field checks whether the contents 
of the packet are damaged or not due to 
transmission. 
Au Type: Defines the authentication type to be used. 
Three values are defined. 

a)   0- No authentication 
b)   1-  Simple  Authentication  containing plain 

text 
c)   2- Cryptographic Authentication using 
MD5 (Message Digest) algorithm. 

Authentication:  This  64  bit  field  contains 
authentication information. If Au type 1 is used, 
this filed contains authentication key. If Au type 2 
is used, this field is redefined into several other 
parameters. 

 

 
 

Figure 1: Protocol Structure of OSPF 
 
4.3 OSPF Router Types 

 
The following router types are defined in 
OSPF. They are: 

 
a)   Internal Router (IR) 
IR resides within an Area. An IR has all its 
directly  connected  neighbors  in  the  same 
Area. Only one copy of OSPF algorithm is run  in  
the  IR  and  is  concerned  with  the LSDB that 
belong to their Area only. 

 
b)  Area Border Router (ABR) 
These routers connect to more than one Area 
and also to the backbone Area. ABR acts as member 
to all the Areas it is connected to. 
Multiple copies of the OSPF algorithm are 
run with one copy containing a database for each 
Area they are connected and one copy for the AS 
backbone. Summary link advertisements  are  sent  
and  received  by ABR from the backbone Are. 

 
 
c)   Backbone Router (BR) 
Routers  which  have  the  interface  to  the 
OSPF backbone are known as backbone routers. 
Backbone routers can be ABR or 
internal routers of the backbone area. 
 
d)  Autonomous       System       Boundary 

Router (ASBR) 
To connect more than one AS, ASBR are used  for  
the  exchange  of  information  to other routers 
belonging to other AS. A path 
is maintained by each router in the AS to the 
ASBR. ABR or IR can be ASBR and may share or 
not the backbone. 
 
4.4 OSPF Metrics 
 
The metric used for OSPF is known as cost and is 

associated with the output interface of the router. The 
interface with the lower cost has a better chance to 
be used to forward traffic. Cisco IOS software uses 
cumulative bandwidth  at  each  router  to  calculate  
the cost 
 
4.5   Advantages of OSPF 
 

a) OSPF is not a proprietary protocol. b) Fast 
and loop less convergence 
c) Low bandwidth utilization 
d) Precise metrics  are supported and if needed 

multiple metrics can be used. 
e) Multiple paths are supported. 
f)  External routes are represented 

separately. 
g) No hop count limit. h) 
Supports VLSM. 
i)  Supports larger networks. 

 
4.6   Drawbacks of OSPF 
 

a)   Complex to configure b)   
Memory overhead. 
c)   Processing overhead 
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5.  Enhanced  Interior  Gateway  Routing 
Protocol 

 
5.1 Introduction to EIGRP 

 
Enhanced Interior Gateway Routing Protocols 
(EIGRP) is a CISCO proprietary protocol and it is an 
enhancement of the interior gateway routing protocol 
(IGRP). EIGRP was released in 1992 as a more 
scalable protocol for medium and large scale 
networks.   It   is   a   widely   used   interior gateway 
routing protocol which uses Diffusion Update 
Algorithm (DUAL) for computation of routes. 
EIGRP is also known as hybrid protocol because it 
has the properties   of   a   link   state   protocol   for 
creating neighbor relationships and of a distance 
vector routing protocol for advertisement of routes. 

 
5.2   EIGRP Protocol Structure 

 

 
 
5.3 EIGRP Metrics 

 
In EIGRP, to determine routing metrics, the total 
delay and the minimum link bandwidth are used. In 
EIGRP, composite metrics that can be used to 
calculate the preferred path to the networks consists 
of bandwidth, delay, reliability and load. Hop count 
is included in the routing update of EIGRP. 
However, EIGRP does not use hop count as part of 
composite metrics. The minimum bandwidth and the 
total delay metrics can be obtained from values 
configured on interfaces in the path   to   the   
destination   network   of   the routers. The formula 
used to calculate the metric is given by 

 
 
 
 
The default values for weights are 
 

 
 
Substituting above values in equation 1, the 
default formula for EIGRP metric becomes 
 

 
 
If K5 is zero, the term (K5 / K4 + Reliability) is 
completely ignored. The formula used by EIGRP 
to calculate scale bandwidth is given by, 
 

 
 
Where is in kilobits and represents the minimum 
bandwidth on the interface to destination. = 
bandwidth The formula used by EIGRP to 
calculate scale delay is given by, 
 

 
 
Where D (n) is in tens of microseconds and 
represents the sum of delays configured on the 
interface to destination. 
 
5.4   Advantages of EIGRP 
 

a)   Loop free routes are provided 
b)   It additionally saves a back up path to 

reach the destination. 
c)  Multiple network layer protocols are 

supported 
d)   Convergence time for EIGRP is low 

which in turn reduces the bandwidth 
utilization. 

e) Supports   VLSM,   discontiguous network 
and classless routing. 

f) Routing   update   authentication   is 
supported by EIGRP. 

g)   Topology table is maintained instead 
of  the  routing  table  and  consist  of 
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best path and an addition loop free path. 
 
5.5   Drawbacks of EIGRP 

 
a)   It’s a Cisco proprietary routing 

protocol 
b)   Routers from other vendors cannot utilize 

EIGRP 
 
6. Simulation 

 
6.1 Introduction 

 
Simulation can be defined to show the eventual real 
behavior of the selected system model .It is used for 
performance optimization  on  the  basis  of  
creating  a model of the system in order to gain 
insight into their functioning. We can predict the 
estimation and assumption of the real system by 
using simulation results. 

 
6.2 Simulator 

 
In this thesis, network simulator, Optimized 
Network Engineering Tools (OPNET) modeler 14.0 
has been used as a simulation environment. OPNET 
is a simulator built on top of discrete event system 
(DES) and it simulates the system behavior by 
modeling each event in the system and processes it 
through user defined processes [23]. OPNET is very 
powerful software to simulate heterogeneous network 
with various protocols. 

 
6.3 Structure of the OPNET 

 
OPNET is a high level user interface that is built as 
of C and C + + source code with huge library of 
OPNET function [24] 

 
6.3.1. Hierarchical Structure: OPNET model is 
divided into three domains [24]. These are: 
(a) Network domain: Physical connection, 
interconnection  and  configuration  can  be 
included in the network model. It represents over   all   
system  such   as   network,   sub- 

network on the geographical map to be simulated. 
 

 
 
Figure 5.1: Network Domain 
 
(b) Node Domain: Node domain is an internal  
infrastructure  of  the  network domain. Node can be 
routers, workstations, satellite and so on. 
 

 
 
 

(c) Process Domain: Process domain are used to 
specify the attribute of the processor   and   queue   
model   by   using source code C and C ++ 
which is inside the node models. 
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6.4   Design and Analysis in OPNET 
 
When implementing a real model of the system in the 
OPNET, some steps are to be followed to design on 
simulator. Figure 5.1 shows a flow chart of the steps 
[3]. 

Traffic Sent/Received (bytes/sec) 
 

 
 
Throughput 

 
Convergence Duration 

 

 
 
Voice Traffic (Jitter) 

 

 
 
 
End to End delay 

 

 
 
7. Conclusion 
 
Interior  routing  protocols  like  EIGRP  and OSPF 
are widely being used in the computer networking. In 
this thesis, we have presented a comparative analysis 
of selected routing protocols   such   as   EIGRP,   
OSPF.   The comparative analysis has been done 
in the same  network  with  different  protocols  for 
real time applications. Performance has been 
measured on the basis of some parameters that 
aimed to figure out the effects of routing protocols. 
In this paper, the comparative performance among 
EIGRP, OSPF routing protocols for 
real time application has been analyzed. And 
in security features the EIGRP is better than the  
OSPF.  By  comparing  these  protocols 
performances, we have come across that the 
EIGRP   better   than   OSPF.   The   overall 
performance of EIGRP is better than OSPF. 
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