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Abstract- 
The  IP  multimedia  subsystem  (IMS)  is  a Next Generation Network (NGN) that integrates wireless, wireline and internet 
technologies. IMS enables the convergence of voice, data and multimedia services such as Voice over IP (VoIP), Video over IP, 
push-to-talk, presence or instant messaging services. IMS is almost independent of the access technology and uses a number of 
protocols such as HTTP and SMTP while the most important one is called SIP or session Initiation Protocol. At parallel this open 
based emerging technology has security challenges from multiple communication protocols like IP, SIP and RTP etc. Because of 
the nature of the IMS (IP based), these networks will inherit most of the security threats that these protocols are currently 
facing. In this paper we have presented a security model to protect IMS resources from different attacks like session teardown 
attack, session modification attack and media flow attack. Also  authorization  module  is  proposed  to  protect IMS resources 
against unauthorized access. All of these affect the IMS value added services. 
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I.   INTRODUCTION 

The IP Multimedia Subsystem (IMS) provides a 
powerful framework for the deployment of Next 
Generation Networks (NGN). The IP Multimedia 
Subsystem standardized by the 3rd generation 
partnership project (3GPP) and 3GPP2 [1] is a 
technology that merges both the cellular and internet 
technologies. IMS is a packet switched and IP based 

network  which provides the  users  to  receive  a  
wide range of multimedia services such as audio, 
video and data over a single IP network. As IP 
based networks have open and distributed architecture 
therefore they are easier for intruders to attack on 
these networks and access information, resources and 
services. Therefore a

 
 
We have followed an experimental approach to implement 
a security model for the IMS. 
In this paper, the IMS security is discussed in detail. 
This paper provides a comprehensive survey of security 
threats to IMS network. A proposed IMS security model is 
discussed in detail to protect the IMS services and 
resources from these threats. 
The rest of the paper is organized as follows. Section II 
presents an overview of the IP Multimedia Subsystem 
with  special  consideration  given  to  security  while 
section III describes related work about IMS security. 
Section IV and V describes the existing and proposed 
security solutions. The conclusion is given in section IV 
The last section ends with the future work. 
 

II.   AN OVERVIEW OF THE IP MULTIMEDIA 
SUBSYSTEM ARCHITECTURE 

IMS architecture [13] supports a wide range of services 
that are enabled based on SIP protocols. IMS network 
architecture has three layers (Device Layer, Transport 
Layer, and Control Layer) plus the service layer as shown 
in the figure below. An overview of these layers as shown 
in figure is given below. 
 
Device layer: This layer of the IMS architecture provides 
the user the facility to select from end point devices such 
as computers, mobile phones, PDAs, and digital phones 
etc. These devices are able to connect to the IMS 
infrastructure via the Network. Other devices like 
traditional analog telephones phones which can not be 
connected directly to IP networks are able to connect with 
these devices via PSTN gateway. 
 
Transport Layer: The responsibility of this layer is to 
initiate and terminate SIP sessions. It also converts the 
data transmitted between analog/digital formats and an IP  
packet  format.  IMS  devices  connect  to  the  IP 
network in the transport layer via a variety of transmission 
media, including WiFi (a  wireless local area networks 
technology), DSL, Cable, SIP, GPRS (General Packet 
Radio Service is a mobile data service), and   WCDMA  
(Wideband  Code  Division  Multiple 



III.   RELATED WORK SSL (Secure Sockets Layer) 3.0 protocol specification 

 

 

 
Access, a type of 3G cellular network). In addition, the 
transport layer allows IMS devices to make and receive 
calls to and from the PSTN network or other circuit- 
switched networks via the PSTN gateway. 

 
Control Layer: The core elements of the control layer 
are Call Session Control Function (CSCF) and Home 
subscriber Server (HSS) database. CSCF is a general 
name  that  refers  to  SIP  servers  or  proxies.  CSCF 
handles SIP registration of the end points and process 
SIP signal messaging of the appropriate application 
server in the service layer. Home Subscriber Server 
(HSS)  database  stores  the  unique  service  profile  for 
each end user. The service profile may include a user's 
IP address, telephone records, buddy lists, voice mail 
greetings and so on. By centralizing a user's information 
in HSS, service providers can create unified personal 
directories and centralized user data administration 
across all services provided in IMS. 

 
Service Layer: Service layer is on the top of the IMS 
network architecture. The three layers described above 
provide  an  integrated  and  standardized  network 
platform to allow service providers to offer a variety of 
multimedia services in the service layer. The services 
are  all  run  by  application  servers.  The  application 
servers are not only responsible for hosting and 
executing the services, but also provide the interface 
against  the  control  layers  using  the  SIP  protocol.  A 
single application server may host multiple services, for 
example, telephony and messaging services run on one 
application server. One advantage of this flexibility is to 
reduce the workload of the control layer. 

 

 
Figure 1: Typical IMS architecture diagram [13] 

The authors Frank S. Park et al in paper [1] have 
presented  the  threat  model  for  IMS  network 
architecture, Call Session Control Function (CSCF), 
Home Subscriber Server (HSS) and SIP application 
server (SIP-AS). According to authors the original 
specification of IMS shows that IPv6 and IPSec must be 
used for secure implementation of IMS, but deviation 
from these standards leads the IMS insecure. 
The strength of this paper is that each threat model is 
discussed in detail. Also mitigation of vulnerabilities 
against each threat model has been discussed in detail in 
this paper. 
The limitation of this paper is that no test results have 
been given to validate the authors work. 
 
In this paper [2] the authors Yacine Rebahi et al say that 
IMS is based on session initiation protocol (SIP), which 
is the target of denial of service (DoS) attack, therefore 
IMS will also inherit this problem. The authors have 
proposed the CUSUM algorithm for flooding attacks 
detection. This algorithm can detect both the constant 
rate attacks and increasing rate attacks very fast. 
The strength of this algorithm is that it can detect the 
attacks in a very short time interval and achieves high 
detection accuracy. 
 
By [3] the authors Muhammad Sher et al have discussed 
the IMS service delivery platform (SDP). The authors 
say that as IMS has open interfaces and is based on IP, 
therefore it is more vulnerable to attacks. The authors 
have proposed an IDP system for IMS-SDP which 
provides security against application layer attacks. 
The strength of this paper is that the proposed prototype 
is efficient because the performance results shows that 
the processing delay of IDP is very small.   Also it 
achieves authorization in a secure fashion. 
The weakness of the proposed solution is that, it only 
provides authentication but does not provides 
authorization of the legitimate user. 
 

IV.   EXISTING SECURITY SOLUTIONS 
The existing security solutions include using TLS [8] or 
IPSec [9] which provides authentication, integrity and 
confidentiality by securing SIP messages. Two security 
solutions are considered to secure the IMS Service 
Delivery Platform i.e. Transport Layer Security (TLS) 
for secure link between user and application server, 
Generic Bootstrapping Architecture (GBA) [10] and 
Generic Authentication Architecture (GAA) [11] to 
authenticate users before accessing services. 
 

A. TRANSPORT LAYER SECURITY (TLS) 
The TLS is specified in RFC 2246 [8] and based on the 
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as published by Netscape. It provides communications 
privacy over IP network and allows client/server 
applications to communicate securely against 
eavesdropping, tampering, or message forgery attacks. 
For IMS SDP, TLS could provide SIP message 
confidentiality and integrity protection against man-in 
the- middle and eavesdropping attacks. 

B. GENERIC BOOTSTRAPPING ARCHITECTURE 
(GBA) 

The 3GPP has recommended the use of Generic 
Bootstrapping Architecture (GBA) [10] and Generic 
Authentication Architecture (GAA) [11] to authenticate 
users before accessing IMS services. By implementing 
this framework the services can be protected against 
misuses. The Ut interface is reference point between the 
User and Application Server (AS) that enables users to 
securely manage and configure their network services- 
related information hosted on application servers. 
Examples of services that utilize the Ut reference point 
are presence and conferencing. The Application Server 
may need to provide security for the Ut reference point. 
The HTTP is the chosen data protocol for the Ut 
reference  point   that   performs   the   functionality  to 
manage data traffic for HTTP based applications. Thus 
securing the Ut interface means to achieve 
confidentiality and data integrity protection of HTTP- 
based traffic. 

 
V.   PROPOSED SECURITY SOLUTION 

The existing security solution provides better security 
against lower layer attacks in the specific domain. They 
do not provide authorization. The motivation behind this 
research is [3], in which the authors have proposed the 

This module locates the attack after the application 
server serves the request and checks the effect of the 
request on application server. 

e) Access rights list 
This module determines what services/resources a 
subscriber  is  allowed  access  to,  as  well  as  what 
networks  the  subscriber  is  allowed  to  visit.  This  is 
stored in the HSS assigned to each subscriber. 
 
When a request comes from a user to IMS core, S- 
CSCF forwards this request to misuse detection module 
of the IDP system. This module consists of set of rules 
about each type of attack and a blacklist. After receiving 
the request, it matches it with the blacklist. If that user 
ID  exists in  the  blacklist then  it  is  discarded 
immediately. If it does not exist in the blacklist then it is 
matched with the attack rules. If any match with the 
attack rules found then it is considered as an attack and 
discarded immediately. After discarding this request 
from a particular ID, this ID is put into the blacklist for 
some time. The blacklist has a counter and timing 
information for every ID. This timing depends upon the 
attacker, if this is the first attempt to attack of that 
particular ID, then it is blacklisted for few minutes. But 
if it again tries to attack after getting out of the blacklist, 
then its blacklist timing is doubled. After each 
subsequent attack the counter is incremented and the 
timing is doubled from the previous timing. The detail 
architecture of the proposed system is shown in figure 2. 
 

IMS Core 

 
 

1.Request 

IDP system to enhance the existing security against 
unauthorized access or misuse of IMS resources. We 
have enhanced the existing IDP system and add another 
module that is access rights list module for authorization 
of the legitimate user. This module can be implemented 
either through introducing Authorization server or by 
introducing access control list. A brief introduction of 
each  module  and  detail  working  of  the  proposed 
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a) Misuse detection module: 

This  module  detects  the  attack  and  penalizes  the 
attacker before serving the request. 

b)   Attack rules: 

 

 
7.Post Effect 

 
 
 
Application Server 

 
 
 
9.Rights Granted 

 
Access 

Right List 

This  module  contains  a  detail  list  of  every  kind  of 
possible attacks. 

c) Black list: 
This module consists of a list of blocked users for a 
particular time who try to attack on the network. 

d)   Anomaly detection module: 

Figure 2: Architecture of the Proposed IDP System 
 
If it does not match with any attack rule then it is 
considered as a legitimate user and the authentication 
step is completed here. Now it is the time to forward 
this ID to Authorization server to verify authorization of 
that   particular   ID.   Authorization  determines   what 



 

 

 
well as what networks the subscriber is allowed to visit. 
This is stored in the HSS (Home Subscriber Server) 
assigned to each subscriber. Authorization prevents 
subscribers from accessing services they are not entitled 
to use. When it is combined with authentication and 
integrity,   an   operator   can   be   assured   that   only 
subscribers authorized to access the network and 
authorized to use services/resources requested. When 
authorization is done then the request is forwarded to 
application server and is served. 
For  authorization  the  I-CSCF  sends  a  UAR  (User 
Access Request) to the HSS to authorize the registration 
of the public user identity, access permissions, and 
roaming agreements. 
It is impossible that misuse detection module consists of 
all  set  of  rules  related  to  an  attack.  Sometimes  the 
misuse detection module fails to identify few attacks. In 
order to handle this situation, the anomaly detection 
module is activated. After serving the request the server 
forwards the initial state, current state and the request to 
the anomaly detection module. The initial state is the 
state before serving the request whereas the current state 
is the state after serving the request. The anomaly 
detection module verifies whether it did the same for 
which it is supposed to do. If it results some undesirable 
action then it is considered as an attack and the rules set 
is updated by the anomaly detection module. At the 
same time it orders the misuse detection module to put 
the attacker into the blacklist. By this attacker is limited 
to only one attack. If the same attack occurs again then 
it will be discarded by the misuse detection module as 
the rule set is updated. 

 
VI.   CONCLUTION 

In this paper we have proposed a security model for the 
IMS which protects IMS service delivery platform from 
various types of security attacks. The proposed model 
provides not only authentication but also authorization. 
We have focused to prevent IMS resources and 
application from such type of attacks that affects the 
services of IMS. Our developed model provides better 
security for IMS service delivery platform. 

 
VII.   FUTURE WORK 

IMS is a new technology that is not fully implemented. 
This open based (IP based) technology has security 
challenges from different communication protocols like 
IP, SIP and RTP etc. Most of the security threats are 
inherited to IMS from these protocols. Therefore in future 
a more robust and secure models are needed for these 
protocols to protect the IMS services and resources from 
these threats. 
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