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ABSTRACT: 

 This paper proposes and specifies a new method for distributing and managing secure group keys in Wireless 

environments, which applies for the Secure Optimized Node Link Routing method (SONLR). Our Method manages group 

keys taking into consideration the frequent network partitions and the absence of infrastructure. The analysis shows that 

the method is energy efficient for high key replacement rates and frequent network partitions. When using physical 

routing to solve the multicast problem, the most challenging question is to decide when the message should be 

replicated into different packets. The best solution is to route the message using a common path among all destinations, 

and then to replicate it at the end of this path. Of course, the difficulty lies in determining the best common path by using 

only local information at each hop. We have using an Energy Efficient Group key management for secure data processing 

on network. A provably secure method in the new key management paradigm and perform extensive experiments in the 

context of wireless networks. In the proposed method after insertion of the public group encryption key in the first run, 

the subsequent encryption by the sender and the decryption by each receiver are both of constant complexity, even in 

the case of member changes or system updates for rekeying. So during data transfer if any node link or node is failure 

means the key is replace for another node so neighborhood node to take all process in network using SONRL.  

INDEX TERMS: 

Secure Optimized Node Link Routing, Group key, Wireless network, Energy balanced 
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1. INTRODUCTION:- 

 We consider Secure Optimized Node Link Routing method optimist where nodes 

maintain knowledge only about spatially nearby nodes. Thus, unlike in centralized schemes, 

changes in the network require only local message exchanges. Because of small batteries, routing 

must be energy-efficient to maximize network lifetime. We especially consider physical routing, 

where each node knows its own location, and where the next hop is chosen based on the position 

of neighbors with respect to the destination. Almost all schemes are based on greedy heuristics: 

the best neighbor according to an evaluation function is selected. Key management is a challenge 

in ad hoc networks because it is not possible to guarantee the availability of a resource to all 

nodes at any time. 

 Hence, wireless networks cannot base its authentication system in centralized and fixed 

infrastructure. Furthermore, ad hoc networks usually are composed by nodes with constrained 

devices. Hence, security must be provided without large energy consumption, because some 

nodes cannot execute frequent complex cryptographic operations. The key management is the 

process of maintaining the secret key between the sender and receiver. Using this key the sender 

can encrypt the data which is transmitted to the receiver and send it with the security key to 

decrypt the message. A key aspect of our solution is that it highly fits wireless dynamic networks 

since it is localized. Indeed, forwarding nodes need to construct local group key using only 

information on their 1-hop neighborhood, which may be obtained thanks to beacon messages. 

The receiver decrypts the transmitted message from sender using that security key. This method 

of communication will give confidentiality and integrity in the data transmission. 
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 Authenticity is essentially assurance that participants in communication are genuine and not 

impersonators. It is necessary for the communication participants to prove their identities as what 

they have claimed using some techniques so as to ensure the authenticity. If there is not such an 

authentication mechanism, the adversary could impersonate a benign node and thus get access to 

confidential resources, or even propagate some fake messages to disturb the normal operation.  

Each node to be able to determine its own location. In this category, the local choice of the next 

forwarder is based on the position of the neighbors with respect to the destination.  

Almost all secure optimized schemes are based on group key: an intermediate node will 

choose as the next hop its best neighbor according to a given evaluation function. For instance, a 

simple behavior may be to select the closest neighbor to the destination. Due to the nature of 

such heuristics, the message may arrive at a void area and routing may fail. To guarantee 

delivery, an additional scheme, named face routing is generally used to escape from those void 

areas. Confidentiality means that certain information is only accessible to those who have been 

authorized to access it. In other words, in order to maintain the confidentiality of some 

confidential information, we need to keep them secret from all entities that do not have the 

privilege to access them. 

2. RELATED WORK: 

 One cryptographic scheme suitable for ad hoc networks toestablish group keys is the 

contributory key agreement. Inthese protocols, all nodes cooperate to form a new groupkey. This 

approach is completely distributed and reducesthe chances of choosing a weak group key 

[1].Nevertheless, these protocols overcharge network with themessages to form a new key.Key 

pre-distribution schemes address the key distribution innetworks composed of constrained 
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devices. In this approach,an administrator selects a pool of keys from the key space.Each node 

receives a random subset from the key pool beforenetwork deployment [2, 3].  

Any pair of nodes with a common keywithin their subsets can use that key to establish a 

securecommunication. After the stabilization of secure links, nodescan choose a group key.A 

pyramidal security model contains a set of hierarchical security groups and multicast groups. 

Three schemes have been implemented in wireless network to provide pyramidal security mode 

[4]. The schemes are: separated star key graph, separated tree key graph, and integrated tree key 

graph. The first two key graphs are derived from legacy single-security-level multicast key 

management schemes without considering the relationship among different multicast groups. 

 The integrated tree key graph is designed to utilize only one tree key graph to manage all 

the multicast groups and thus achieve satisfying overall performance. The integrated tree key 

graph is a sorted recursive tree; it cannot adopt the existing tree balancing approaches for an 

individual tree key graph [5, 6].Networkpartitions can occur at any time and membership can 

changefrequently. We define as group the set of nodes which cancommunicate through routes of 

one or more hops. Nodes inthe same group must share the same group key to exchangerouting 

control messages. We suppose that nodes run SecureOptimized Link State Routing Protocol a 

link stateproactive routing protocol [7]. 

 Then, all nodes always know thenumber of nodes with which they can communicate. 

Besides,it controls flooding with a mechanism called MultipointRelays.  In this mechanism, only 

nodes selected asforward control messages. The nodes are selected byeach node amongst the set 

of one hop neighbors, in a wayto reach all two-hop neighbors. Also, nodes discover 

theapproximately delay between its clocks in network to avoidreplay attacks. This information 

establish a weak synchronization on the network.A cooperative caching scheme specifies how 
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multiple nodes share and manage cached data in a collaborative manner. For multimedia caching 

in mobile computing environments, Data copy is primary if it is not available within the 

neighborhood. Otherwise, the data copy is secondary [8].  

The range of neighborhood is provided as a customizable option. The reason of 

discriminating primary and secondary data is that cache miss cost is proportional to the travel 

distance of a data request, and primary data usually incur higher cache miss cost than secondary 

data.  The round leader chooses the group key and starts the key distribution [8, 9]. The round 

leader selection follows a rule to stopcolluding malicious nodes from being always the round 

leadersand choosing weak group keys. 

 Each round leader selects thenext round leader by ordering the IPs of the active nodes 

and selecting the node after itself on the list. Nevertheless, theround leader is still a failure point 

of the key distribution. Ifa round leader fails on starting the group key distribution, thegroup key 

management would be compromised. Hence, weuse a mechanism to detect round leader failure 

and to replacethe leader [10]. 

 

3. PROPOSED SYSTEM 

The group key distribution mechanism replaces the group key periodically or when a 

node is excluded. The periodic distribution excludes adversaries which possess the group key, 

but not a private key. For instance, in community networks, an authorized user may send the 

group key to a non-authorized friend in order to the friend accesses network resources. The 

group key distribution is also triggered by an intrusion detection system. When the key send an 

alert, it means that there is an adversary that should be excluded.The symmetric-key broadcast 

encryption, public–key broadcast encryption. In the symmetric-key encryption only the trusted 
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center generates all the secret keys and broadcast message to the users. Hence, only the key 

generation center can be the broadcaster or the sender. In the public key encryption in addition to 

secret key for each user, the trusted center also generates a public key for all users so that any 

can play the role of broadcast or sender.  In this communication the data transmitted in an 

unsecured network. 

3.1 SONLR Based Energy based Rectifying: 

 Asimplification of theframework described for the multicast case. In thisframework, two 

things need to be estimated: the cost interms of energy consumption of choosing a given 

neighbor   as the next hop, and the progresstoward the destinationsubset    provided by the 

replication strategy. The neighborwith the smallest cost over progress ratio is chosen asthe next 

hop for Ti.Since the current forwarding node u considers the SONLR   { }     as the backbone 

to route the message towardmay be used as a local estimation of theremaining distance the 

message has to travel.  

     { }      

       { }    )     {  )       

Considering aneighborestimation ofthe progress provided by v toward Ti. The greedy 

schemeassumes that the current node u always selects a candidatenode   providing positive 

progress.Sending a message from a node u to its neighbor  requiresan amount of energy 

denoted       ) thus, the costover progress ratio at          )node u of a neighbor node   is: 

           )  
      )

   { }   )     {  )     
 

The expression of          )is a generalization of theunicast routing metric 

      )            ) 
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In this connection, u is the current node, v the next hopcandidate, and t the destination 

node. When T = {t}, theexpression          ) reduces to this formula since anSONLR over a 

pair of nodes is the straight line connecting them in data transmission. 

 

3.2Group key authorized node: 

 The non-authorized user may interrupt the communication between the nodes and also 

possible to change the content of transmitted message. Due to these the integrity of the 

communication will degrade. In order to maintain good consistency communication between the 

sender and the receiver the key management process is introduced. The key management is the 

process of maintaining the secret key between the sender and receiver. Using this key the sender 

can encrypt the data which is transmitted to the receiver and send it with the security key to 

decrypt the message. The receiver decrypts the transmitted message from sender using that 

security key. This method of communication will give confidentiality and integrity in the data 

transmission. 

 

An important mechanism in large multi-hop wireless networks for obtaining scalability, 

reducing energy consumption and achieving better network performance. Most of the research in 

this area has focused on energy-efficient solutions, but has not thoroughly analyzed the network 

performance, in terms of data collection rate and time. The main objective of this paper is to 

provide a useful fully-distributed inference algorithm for network, based on belief propagation. 

Although the partition fusion mechanism hasthe smallest consumption with cryptographic 

operations, ithas approximately the same behavior than the group keydistribution mechanism in 

terms of number of transmissions,once both mechanisms and information. 
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4. RESULTS AND DISCUSSION: 

The simulation to analyze the performance of the AODV by using meshes Networks. The 

replication surroundings are produced in NS-2, in that provides maintain for a wireless networks. 

NS-2 was using C++ language and it has used for an Object Oriented Tool Command Language. 

It came as an extension of Tool Command Language (TCL). The execution were approved out 

using a wireless environment of 71 wireless mobile nodes rootless over a simulation area of 1200 

meters x 1200 meters level gap in service for 10 seconds of simulation time. The radio and IEEE 

802.11 MAC layer models were used. The network based data processing or most expensive and 

data communication level on their performance on the network. Hence, the simulation 

experiments do not account for the overhead produced when a multicast members leaves a group. 

Multiple sources create and end sending packets; each data has a steady size of 512 bytes.  Each 

mobile node to move randomly on their network, it‟s more and most expectable on their 

networks. 

 

 

 

 

 

 

 

 

 

 

PARAMETERS 

 

VALUE 

version Ns-all-in-one 2.28 

Protocols AODV 

Area 1200m x 1200m 

Broadcast Area 250 m 

Transfer model UDP,CBR 

Data size 512 bytes 
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4.1 Throughput Performance: 

             The ratio of throughput performance overall network performance improve network 

performance and packet delivery ratio and minimize packet delay. 

 

Fig1. Performance of throughput 

4.2 The data delivery fraction: 

The packets are delivered from source to destination on their network. It is calculated by 

dividing the number of data received by ending state through the quantity package originated 

from starting point on network.PDF = (Pr/Ps)*100Where Pr is total Data received & Ps is the 

total data sending on their network. 

 

4.3 The End-to-End delay: 

They have calculate a average number of delay on network, it includes all possible delay 

caused by buffering through route detection latency, queuing at the border queue, retransmission 

delay on medium access control, spread and move time. That time taken a data packet to be 

crossways an MESH network from start to ending point on the network. 
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D = (Tr –Ts) 

      Where Tr is receive Time and Ts is sent Time. 

 

 

Fig2. Performance of delay ratio 

 

Method Throughput Delay ratio Delivery ratio Overall performance 

LPDMCR-MST 85 % 65% 92% 89% 

SONLR-KEY 91% 55% 97% 93% 

 

 The simulation scenario is calculated particularly to charge the collision of system 

concentration on the presentation of the network model. The collision of arrangement density is  

deploying 30 –71 nodes more than a permanent open area topology of 1200m x 1200m  using 

5m/s node speed and 3 identical source-destination connections. AODV have a quantity of 

metrics that can be used for their performance of mesh network.  
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5. CONCLUSION: 

 In this paper, we presented and evaluated the Group key management for Secure Routing. 

Our method restricts non-authorized access to the network through periodic and triggered group 

key replacement.We plan to improve node link using a link tree approximation.We focused on 

energy because it is a reasonableapproximation of an optimal tree. Moreover, its computationhas 

a very low time complexity, while a nodeintroduces more complexity. However, under the 

exponentialpath loss model used for our experiments, calculatinga SONLR is possible and one 

can expect better energysavings.Group key with secure optimized node link makes ad hoc 

routing more secure against non-authorized nodes with a small energy cost, even if there is 

collusion between authorized and non-authorized nodes.  
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