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Abstract 

Wireless sensor and actuator networks (WSANs) are the bridge between the cyber and physical worlds. WSANs collect information 
about the state of physical world and transmit sensed data to interested users. WSANs can be used in many applications such as health 
care, home automation, assisted living, intelligent building, intelligent transportation, disaster relief, planet exploration, and industrial 
control etc. There are many research challenges for coordination and communication in WSANs. In many applications, however, it is not 
sufficient to just observe the state of the physical system; it is also expected to respond to the sensed events/data by performing 
corresponding actions upon the physical system. The defining feature of an NCS is that control and feedback signals are exchanged 
among the system’s components in the form of information packages through a network. QoS in WSANs can be characterized by 
reliability, timeliness, robustness, availability, and security, among others. In WSAN, due to many factors, packet loss is difficult to avoid 
completely so it is essential to know the characteristics of wireless channels used by WSANs. The focus of this project is on addressing 
the problem of network reliability. Specifically, the behavior of wireless channels is analyzed based on a realistic link layer model. Packet 
loss rate (PLR) is taken as a major metric for the analysis and solution that can take advantage of existing prediction algorithms is 
presented. 
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1. Introduction 

There are many research challenges in WSANs. In many 

applications, it is not adequate to just observe the state of the 

physical system; it is also expected to respond to the sensed 

events/data by performing subsequent actions upon the 

physical system. In WSAN, due to many reasons, packet 

loss is complicated to avoid completely so it is necessary to 

know the characteristics of wireless channels used  

The unreliability of wireless communications and the real-

time requirements of control applications raise big challenge 

for WSAN design [3]. At the present time computerization 

of the system becomes essential part of the applications. It 

helps to reduce risk and make the system fast and accurate. 

As manual methods are very risky and insecure and it also 

needs very quick response from the operator so many times 

it creates situation of the accident so to reduce the risk and 

to make the system more reliable and secure there is need of 

computerization of the system. There are many more 

benefits of the computerization of the system. 

 

Purpose of the system is to increase reliability in wireless 

sensor actuator network applications. There are many 

applications like fire handling system that needs that the 

system must be reliable so the proposed approach will help 

to achieve the reliability over the unreliable wireless sensor 

actuator network. The focus of this project is on addressing 

the problem of system reliability. Specifically, the 

performance of wireless channels is analyzed based on a 

realistic link layer model. Packet loss rate (PLR) is taken as 

a major metric for the analysis and solution is presented. 

 

 

. 

2. Related Work 

 
The purpose of the networked control systems is to estimate 

or control one or more dynamical systems, using number of 

sensors, actuators and controllers that are not physically co-

located and require to exchange information via a wireless 

digital communication network [9]. But in many scenarios, 

they are not able to effect on the physical environment. For 

example, in a fire handling system, if actuators receive 

information of fire then it needs to turn on the water 

sprinklers. Hence actuators are required for the 

materialization of wireless sensor/actuator networks 

(WSANs) [6]. In Wireless Sensor and Actuator Networks 

(WSANs), communication and control are extremely 

integrated [7].  

 

The estimation and control performance of networked 

control system depend on the loss and delay of packets 

transmitted through the wireless medium in WSANs. 

Therefore, it is important to examine the sources of packet 

loss and delay. In addition to the reasons such as 

environmental noises which are not manipulatable, 

transmission interferences directly causing packet loss and 

delay can be moderated by designing better communication 

strategies. Utilization of multiple channels for 

communication as transmissions through different channels 

does not interfere with each other for channel allocation in 

WSANs [7].  

 

Transmitting large packets over wireless networks helps to 

reduce header overhead, but may have an adverse effect on 

loss rate due to corruptions in a radio link. Packet loss in 

lower layers, however, is typically hidden from the upper 

protocol layers by link or MAC layer protocols. The effect 

of packet size on loss rate and delay characteristics in a 

wireless real-time application is studied in the past work. An 

analytical model for the dependency between packet length 

and delay characteristics is derived. [8] 

 

As WSANs are very unreliable so wireless communications 

and the real-time requirements of control applications 

increase big challenges for WSAN design [3]. 

The knowledge of packet loss performance is very helpful 

for the designs in wireless networks. In earlier period work 

the methods used to predict the packet loss rate were very 

problematical and inaccurate. For example, they were using 

an iterative algorithm with high computation complexity [1]; 

again many complicated prediction models are proposed in 

[2], [3]; or in order to derive the closed-form expression for 

the packet loss rate, there are some works that assume that 

the packet losses are independent, which is not accurate for 

real-world wireless channels [4].The effect of packet size on 

loss rate and delay characteristics in a wireless real-time 

application is studied in the past work. An analytical model 

for the dependency between packet length and delay 

characteristics is derived. [8] The special feature of the 

proposed system is that, it is designed for the mission 

critical application.  

 

In this system as the temperature goes high the controller 

must generate the control command so that to tell the 

controller actuator to switch on the water sprinklers to 

control the situation. It should be on highest priority. The 

proposed work focuses on improving the quality of service 

in Wireless Sensor and Actuator Network which comprise 

groups of low-cost and self-organizable wireless sensors and 

actuators that cooperate in monitoring and contributing to 

improve the physical environment [6]. 

 

 3. Design Architecture 

The design architecture is shown in the figure1. Here the 

input will be the sensed values from the sensor and the 

outcome will be the predicted sensed value in case of packet 

loss using prediction algorithms. Here the main concept is to 

make replica of the controller - actuator node so that if the 

current node fails or current node is about to discharge 

completely there will be switching from current node to the 

replica node. Then the replica will take charge from current 

node and vice versa. Here we are calling CA (Controller-

Actuator) original and CA (Controller-Actuator) replica. 
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        Figure1. Design Architecture 

 

 

This process will be repeating as per the changing condition. 

In this way it will help to avoid the unwanted happenings or 

can say accidents and improve reliability of the system. 

Here a simple method is proposed on the controller - 

actuator nodes to cope with packet loss occurring in 

Wireless Sensor and Actuator Network. The basic idea is: 

whenever a sensor data packet is lost, the controller -

actuator will produce an estimate of the sensed value and 

compute the control command based on this value. 

 

 

4. Algorithm 

Here a simple method is proposed on the controller – 

actuator nodes to cope with packet loss occurring in 
Wireless Sensor and Actuator Network. The basic idea is: 

whenever a sensor data packet is lost, the controller - 

actuator will produce an estimate of the sensed value and 

compute the control command based on this value. Let y 

denote the controlled variable, i.e. measurement of system 

output. Suppose that the kth sensed data, i.e. y(k), is lost. 

From a control perspective, k corresponds to sampling 

instance in discrete time. The controller – actuator will 

calculate an estimate of y(k), denoted yˆ(k), using a 

predication algorithm, say f (i) . Accordinglyˆ(k)=f (y(k-1), 

y(k-2),..., y(k-m)) Where m represents the number of history 

data that are stored temporarily for the purpose of 

prediction. Intuitively, m is an important design parameter 

of the algorithm, which determines the overhead in terms of 

memory requirements .For simplicity; do not consider the 

effect of delay. More specifically, we assume zero 

transmission delay in this work. Using Equation (1), the 

controller - actuator predicts y(k) based on the previous m 

consecutive measurements (which are also possibly 

predicted values) in the case of packet loss. yˆ(k) will then 

be used to compute the control command. Given that the 

accuracy of the prediction is sufficiently high, proper actions 

will be performed on the controlled physical system 

regardless of the loss of the sensed data. In this way, the 

effect of packet loss on the performance of the control 

applications can be substantially reduced. From the 

application’s viewpoint, the reliability of the WSAN is 

improved. It is worth noting that the value of yˆ(k) will be 

stored (as y(k)) when y(k) is lost, and this value will then be 

used as y(k) whenever necessary (e.g., if a later packet is 

lost). The work flow of the controller - actuator (running at 

every sampling instance) can be illustrated as follows: 

 

Algorithm: 

Input: Sensed data 

Output: Control command 

Begin 

If the sensed data y(k) is lost then 

Compute yˆ(k) using (1) 

Set y(k)= yˆ(k) 

End if 

Produce control command with respect to y(k) 

(through executing control algorithm) 

Store y(k) into memory 

Discard y(k-m) in the memory 

Perform actions corresponding to the control command 

End  

 

The given solution is quite simple. Despite this, it does not 

depend on any knowledge about the underlying platform, 

environment, link quality characteristics, models of the 

controlled systems, or controller design. 

 

 

4.1Prediction Algorithm: 

 

The performance of system is closely related to the 

prediction accuracy of the algorithm employed, i.e. f (i). 

Therefore, the design/choice of the prediction algorithm is 

important in this perspective. Moreover, resource-

constrained sensor and actuator nodes favor simple 

algorithms that yield small computational overheads. Many 

existing prediction algorithms could be employed. Three 

types of classic prediction algorithms are explored, which 

are detailed below. 

 

Algorithm 1: 

 

This algorithm is based on the assumption that the state of 

the physical system does not change during the last 

sampling period. It can be formulated as follows: 

yˆ(k) = y(k-1) 

 

Algorithm 2: 

 

The second algorithm computes a moving average of the 

previous m samples. This average is then used as the 

predicted value. Accordingly: 

 

 
 

Algorithm 3: 

 

A property of Algorithm 2 is that it treats every previous 

measurement equally. Algorithm 3 represents another  

method by giving different weights to earlier measurements, 

the algorithm is given by: 
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where _ is a design parameter that commonly satisfies 

0< _ < 1 

 

Modules 
 

There are following modules included in the project: 

1. Sensor data: 

Input - Sensor type 

- Disseminate interval 

- Parent 

Output - Sensor value 

 

 

2. Power: 

Input - Sensor type 

- Node 

- Default transmission power 

-Default receiving power 

Output - Transmission power 

 

3. Transfer data 

Input - Sensor data 

- Parent ID 

Output - Sent data to parent 

4. Controller Store data 

Input - Sensed data 

- Time stamp, From 

Output - Store data in hash list 

 

5. Decision modules - Application layer 

Prediction Algorithms 1, 2 and 3 

Input - Data 

- Timestamp 

- Number of data values 

- Alpha 

Output - Predicated sensor value 

- Ctrl command 

 

6. Replica module 

Input - Get data from primary controller-actuator 

- Timestamp 

- Sensor id 

Output - Control command 

- Switching 

 

7. Physical control system 

Input - Control command 

- Timestamp 

Output - On/Off 

- Keep Status info 

 

 

5. Multiplexer Logic 
As per the designing of the system explained in section3, 

different component in the system design will be executing 

different modules. Sensors will be executing the sensor 

module. Controller actuator will be having different 

modules along with the different logic and functionalities. 

The sensors sensing the physical environment and passing 

values to the controller – actuators and again when the 

controller-actuators are doing their work concurrently the 

sensors continue sending the sense values again. Here in the 

system each and every component working concurrently. 

 

6. Results and Discussion 

 

 
   
Figure2. Packets recovered by Original and Replica 

 
As shown in figure2 the graph shows the number of packets 

recovered by the Original CA block and the Replica CA 

block. 

 

 
 
 Figure3. Scenario where Original C-A block is down and  

 Replica C-A takes control. 
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In figure3 the graph shows that the replicas takes control 

and recover the packets when original CA block is down. 

Hence it helps to increase the reliability of the system. 

 

7. CONCLUSIONS 

With the help of proposed approach a simple solution is 

presented for addressing the problem of packet loss on 

unreliable Wireless Sensor Actuator Network (WSAN) 

which will help to improve the Quality of Service and 

increases the reliability of the system. 
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