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Abstract—Many organizations now emphasize the use of technology that can help them get closer to consumers and build ongoing 

relationships with them. The ability to compile consumer data profiles has been made even easier with Internet technology. However, it 
is often assumed that consumers like to believe they can trust a company with their personal details. Lack of trust may cause 
consumers to have privacy concerns. Addressing such privacy concerns may therefore be crucial. Three specific privacy concerns that 
have been frequently identified as being of importance to consumers include unauthorized secondary use of data, invasion of privacy, 
and errors. 
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I.  INTRODUCTION  

The Internet has proven a fertile ground for 
marketing and advertising and, by extension, has 
significant implications for privacy. It has been 
viewed as both panacea and anathema to marketers 
interested in fostering ongoing interaction with 
consumers . Behavioral targeting involves the 
collection of information about a consumer‟s online 
activities in order to deliver advertising targeted to 
their potential upcoming purchases. It is conducted 
by companies that are generically identified as 
advertising networks. By observing the Web 
activities of millions of consumers, advertising 
networks can closely match advertising to potential 
customers. Data collected includes what web sites 
you visit, how long you stay there, what pages you 
view, and where you go next. The typical data 
gathered does not include your name, address, email 
address, phone number and so forth. In this sense, 
the data collected is „anonymous.‟ However, the 
clear intent of behavioral targeting is to track 
consumers over time, to build up digital dossiers of 
their interests and shopping activities. Even though 
names are not collected, these companies do 
continually try to tag consumers with a unique 
identifier used to aggregate their web activity. The 
most well known method for tagging consumers is 
with cookies.  

Collecting data about consumers is helpful but 
perhaps even more important is using the data in a 
way that does not cause consumers to be concerned. 
A logical conclusion is that the consumers need to 
know that they can trust a company with their 
personal details, that is information that can identify 
them personally or be of a potentially sensitive 
nature, for example information regarding 
possessions, income, or health. 

II. DIGITAL FOOTPRINT 

First of all we need to know about some of the 
technical terms about the digital world. First term is 
digital footprint. A digital footprint is the data that is 
left behind by users on digital services [1]. There are 
two main classifications for digital footprints: 
passive and active. A passive digital footprint is 
created when data is collected without the owner 
knowing, whereas active digital footprints are 
created when personal a user for the purpose of 
sharing information about oneself by means of 
websites or social media releases data deliberately. 
Active digital footprints can also be stored in many 

ways depending on the situation. In an online 
environment, a footprint can be stored by a user 
being logged into a site when making a post or edit, 
with the registered name being connected to the edit. 
In an off line environment a footprint may be stored 
in files, when the owner of the computer uses a key 
logger, so logs can show the actions performed on 
the machine, and who performed them. One of the 
features of key logger is to monitor the clipboard for 
any changes, as the user will sometimes have a very 
good habit of copying and pasting passwords and 
taking screenshots. The digital footprint applicable 
specifically to the World Wide Web is the Internet 
footprint [2]; also known as cyber shadow or digital 
shadow, information is left behind as a result of a 
user's web browsing and stored as cookies. The term 
usually applies to an individual person, but can also 
refer to a business, organization and corporation [3]. 

III. BEHAVIORAL TARGETING  

   Another term we need to get acquainted to is 
behavioral targeting. Behavioral targeting 
comprises a range of technologies and techniques 
used by online website publishers and advertisers 
aimed at increasing the effectiveness of advertising 
using user web-browsing behavior information. In 
particular, "behavioral targeting uses information 
collected from an individual’s web-browsing 
behavior (e.g., the pages that they have visited or the 
searches they have conducted) to select 
advertisements to display" [4]. When a consumer 
visits a web site, the pages they visit, the amount of 
time they view each page, the links they click on, the 
searches they make and the things that they interact 
with, allow sites to collect that data, and other 
factors, create a 'profile' that links to that visitor's 
web browser. As a result, site publishers can use this 
data to create defined audience segments based upon 
visitors that have similar profiles. When visitors 
return to a specific site or a network of sites using 
the same web browser, those profiles can be used to 
allow advertisers to position their online ads in front 
of those visitors who exhibit a greater level of 
interest and intent for the products and services 
being offered. On the theory that properly targeted 
ads will fetch more consumer interest, the publisher 
(or seller) can charge a premium for these ads over 
random advertising or ads based on the context of a 
site. 

Behavioral marketing can be used on its own or 
in conjunction with other forms of targeting based 
on factors like geography, demographics or 
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contextual web page content. It's worth noting that 
many practitioners also refer to this process as 
"Audience Targeting‖. 

Behavioral targeting divides browsing 
information into ―personally identifiable 
information‟ (PII) and not personally identifiable 
(non-PII). Categories of PII include name, email 
address, and social security number. Non-PII is 
basically everything else about you, including your 
age, gender, ethnicity, what sites you visit, and what 
pages you view. The collection of non-PII is carried 
out by many e- commerce sites without explicit 
consent from consumers.  

 Behavioral targeting techniques may also be 
applied to any online property on the premise that it 
either improves the visitor experience or it benefits 
the online property, typically through increased 
conversion rates or increased spending levels. The 
early adopters of this technology/philosophy were 
editorial sites such as Hotwired [5,6] online 
advertising [7] with leading online ad servers [8] 
retail or other e-commerce website as a technique 
for increasing the relevance of product offers and 
promotions on a visitor-by-visitor basis. More 
recently, companies outside this traditional e-
commerce marketplace have started to experiment 
with these emerging technologies. 

Data from a visit to one website can be sent to 
many different companies, including Microsoft and 
Google subsidiaries, Facebook, Yahoo, many 
traffic-logging sites, and smaller ad firms [9]. This 
data can sometimes be sent to more than 100 
websites. The data is collected by using cookies, 
web beacons and similar technologies, and/or a 
third-party ad serving software, to automatically 
collect information about site users and site activity 
[10]. This data is collected without attaching the 
people’s names, address, email address or telephone 
number, but it may include device identifying 
information such as the IP address, MAC address, 
cookie or other device-specific unique 
alphanumerical ID of your computer, but some 
stores may create guest IDs to go along with the 
data. This data is used by companies to infer 
people’s age, gender, and possible purchase interests 
so that they could make customized ads that you 
would be more likely to click on [11].  

An example of this is, when you go to a web site 
and search to book air tickets from one place to 
another but did not book them.  When you visit any 
other website later you will find targeted ads on that 

page of the website showing the links for other 
websites that book air tickets for the specific search 
you made earlier. While you are not identified by 
name, but your interest in air tickets has been noted, 
both by placing a cookie on your computer, and 
collecting and logging your air ticket shopping 
behavior. 

 

IV. PRIVACY AND SECURITY 

Many consumers are still unaware that the 
practice of collecting and selling personal 
information and Internet usage patterns is taking 
place, and if they are aware, it is difficult and 
sometimes impossible to prevent the collection and 
sharing of his or her data. Many online users and 
advocacy groups are concerned about privacy issues 
around doing this type of targeting. This is a 
controversy that the behavioral targeting industry is 
trying to contain through education, advocacy and 
product constraints to keep all information non-
personally identifiable or to obtain permission from 
end-users [12].  

To some, behavioral targeting seems like an 
invasion of privacy, though the FTC has taken steps 
to ensure that privacy is respected (no data is 
personally identifiable). Privacy advocates are 
already lashing out at the change [14]. The 
Electronic Privacy Information Center (EPIC) calls 
the move a "disaster" and has asked the U.S. Federal 
Trade Commission to intervene. The Center for 
Digital Democracy (CDD), meanwhile, is asking 
Google to leave users opted out of the program by 
default, then allow them to opt in if they so choose. 

Google representatives downplayed the need for 
such an idea, insisting that the majority of users 
would "prefer to see more relevant advertising." 

In March 2011, it was reported that the online ad 
industry would begin working with the Council of 
Better Business Bureaus to start policing itself as 
part of its program to monitor and regulate how 
marketers track consumers online, also known as 
behavioral advertising [13].  

Privacy concerns can be defined as follows:  

 The use of personal information freely given 
by individuals to businesses in the process of 
making a purchase – ―Why do you want that 
information?‖  
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 The transfer of personal information to third 
parties – ―Where did you get my details 
from?‖  

 Access to private information on finances or 
health – ―Business shouldn’t have this kind 
of information‖  

 

As e-commerce grows, so does the lack of 
confidentiality. Consumers have little control over 
how their personal details are used. When 
consumers shop online, ever-increasing amounts of 
personal information move about in cyberspace. 
Personal information has become a commodity to be 
bought, sold and traded. Profitability has become 
more important than privacy [15]. There is growing 
anecdotal evidence that lack of privacy protection is 
a major barrier to consumer participation in 
electronic commerce [16]. Furthermore, it has been 
suggested that one of the strongest steps individuals 
can take as a result of privacy concerns is to restrict 
or withdraw purchase of goods and services through 
direct marketing channels [17]. 

A. Problems with defining privacy as control 

Defining privacy as control over information has 
been extremely problematic. First of all, people have 
already lost control of existing digital data, with 
more piling up every day. Any comprehensive 
solution to deliver individual control over past, 
present and future information would be faced with 
an intractable problem [18]. Secondly, it treats all 
pieces of information as discreet, independent data 
elements to be managed one by one. Following this 
analysis, people set up controls for their email 
address, different controls for their credit card 
number, and other controls for their gender. This 
interpretation of privacy is used to split apart a 
person‟s digital trail into PII and non-PII. Within e-
commerce, formal privacy mechanisms are only 
concerned with PII. Issues of informed consent, 
adequate data security, and rules for data sharing are 
only explicitly spelled out for PII. Everything else 
collected about online browsing, including sensitive 
items such as location (obtained from your IP 
address), what online articles you read, and what 
keywords you enter into a search engine are 
excluded from official considerations of online 
privacy. Under the control definition of privacy, you 
only need to control your information if you can be 
identified. As long as you are treated anonymously, 
then you have no privacy concerns. 

B. Anonymity does not equal privacy 

The problem with the equating anonymity with 
privacy becomes apparent by considering the 
instrumental value of privacy. For example, privacy 
is valued because it protects the autonomy of the 
individual, and preserves independence and free 
choice in decision processes. Another instrumental 
value associated with privacy is that it contributes to 
fairness. Privacy can help ensure a level playing 
field for information flow between two parties in a 
transaction. Without privacy, it would be easier for 
wealthier, more powerful parties to obtain 
information about the other and gain an advantage 
[19]. By considering the value of autonomy and 
fairness, we see tracking consumers anonymously is 
an issue because it undermines their autonomy. 

 

CONCLUSION 

The consumer tracking is being conducted with 
tools such as browser cookies. One defense for 
behavioral targeting is that the information being 
collected is anonymous. This defense does not 
address the one sided power that tracking can gives 
a marketer to influence an anonymous but very real 
consumer with their online purchases. The Future of 
Privacy Forum (2009), a privacy advocacy group, 
has recommended an ―affirmative consent model‖ 
for behavioral targeting, meaning that consumers 
explicitly give consent (i.e., opt-in) to data collection 
and data sharing within advertising networks. On 
February 12, 2009 the FTC released new 
recommendations for behavioral targeting to 
increase the transparency of targeted ads (FTC, 
2009). In October 2009 the Council of the European 
Union approved regulatory changes that sharply 
restrict the use of cookies. The new regulations state 
that cookies without user consent would only be 
allowed when they are ―strictly necessary‖ to 
provide a service ―explicitly requested‖ by the user 
such as storing shopping cart information on e-
commerce sites [20]. 
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